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Abstract: The rapid proliferation of sensor networks connected infrastructure, and data-driven governance has positioned machine 

learning (ML) as a central instrument for managing modern urban environments. From adaptive traffic signal control to predict ive 

policing, energy load forecasting, and public health surveillance, smart city platforms increasingly rely on opaque, high-capacity models 

such as deep neural networks and gradient-boosted ensembles to generate decisions that materially affect citizens’ lives. This dependence 

on black-box predictors has, however, exposed a fundamental tension between predictive performance and decision accountability, 

prompting a growing body of research into explainable machine learning (XML) as a mechanism for restoring transparency, 

auditability, and public trust. This review synthesizes the state of the art in explainable machine learning as applied to smart city 

decision-making, organizing the literature along four axes: the taxonomy of explainability techniques (intrinsic versus post-hoc, model-

specific versus model-agnostic, and local versus global explanations); the core mathematical and algorithmic foundations underpinning 

dominant methods, including SHAP, LIME, counterfactual explanations, and attention-based interpretability; the architectural patterns 

through which explainability is embedded into smart city pipelines spanning edge, fog, and cloud tiers; and the domain-specific 

applications in transportation, energy, public safety, healthcare, and environmental monitoring. A comparative analysis of 

representative techniques is presented against criteria of fidelity, computational cost, stability, and human interpretability, supported by 

a consolidated case study on explainable traffic incident prediction. The review further surveys the software ecosystem supporting 

explainable smart city analytics, benchmark datasets, and evaluation metrics for explanation quality, before critically examining 

unresolved challenges including the fidelity-interpretability trade-off, adversarial manipulation of explanations, scalability under 

streaming data, and the absence of standardized regulatory frameworks. Ethical and societal dimensions, including algorithmic fairness, 

data governance, and the risk of explanation-washing, are discussed in relation to emerging legislation such as the EU AI Act. The review 

concludes by outlining research directions toward causally grounded, human-centered, and regulation-aligned explainable AI systems 

capable of sustaining trustworthy algorithmic governance in future smart cities. 
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1. Introduction 

 

Urban centers across the world are undergoing a structural transformation driven by the convergence of the Internet 

of Things (IoT), edge computing, big-data analytics, and machine learning. The term “smart city” now denotes not 

merely the digitization of municipal services but a pervasive computational substrate in which sensing, inference, 

and actuation are tightly coupled to govern traffic flow, energy distribution, water management, public safety, and 

citizen services in near real time. Machine learning, and deep learning in particular, has become the analytical 

engine of this substrate because of its capacity to model nonlinear, high-dimensional, and temporally evolving urban 

phenomena with an accuracy unattainable by classical statistical or rule-based systems. Convolutional neural 

networks classify anomalies in surveillance feeds, recurrent and transformer-based architectures forecast electricity 

demand and pollutant concentrations, and gradient-boosted ensembles triage emergency calls and predict 

infrastructure failures. The operational benefits of these systems are well documented, yet their adoption has 

introduced a governance problem that is qualitatively different from the accuracy-centric concerns of earlier 

decades: the models that best capture the complexity of urban data are, almost without exception, the least 

interpretable to the humans who must act on, audit, or contest their outputs. 

This opacity is not a peripheral inconvenience but a structural obstacle to the legitimate use of machine learning in 

public administration. Smart city applications are rarely confined to low-stakes optimization; they routinely intersect 

with decisions that carry legal, financial, or physical consequences for identifiable individuals, including allocation 

of policing resources, denial or prioritization of social services, dynamic congestion pricing, and emergency 

evacuation routing. When such decisions are mediated by models whose internal reasoning cannot be inspected, 

several interlinked problems emerge. First, affected citizens and oversight bodies are denied the ability to contest 

erroneous or biased outcomes, undermining due process. Second, system operators cannot diagnose failure modes 

before they propagate into safety-critical actuation, a particular concern in traffic control and disaster response. 

Third, the absence of interpretable reasoning impedes the detection of spurious correlations and dataset biases that 

machine learning models are prone to exploit, raising the risk of systematic discrimination against particular 
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neighborhoods or demographic groups. Fourth, regulatory frameworks that are emerging globally, most notably the 

European Union’s Artificial Intelligence Act and sector-specific transparency mandates in transportation and 

finance, increasingly require that automated decisions affecting individuals be accompanied by a meaningful 

explanation, making explainability a compliance necessity rather than a research luxury. 

Explainable machine learning (interchangeably referred to in the literature as explainable artificial intelligence, or 

XAI) has emerged as the primary technical response to this governance gap. The field encompasses a heterogeneous 

collection of methods that render the behavior of predictive models comprehensible to human stakeholders, ranging 

from intrinsically transparent models such as decision trees and generalized additive models to post-hoc explanation 

techniques that approximate or probe the behavior of arbitrarily complex black-box predictors. While explainability 

research matured largely in domains such as medical diagnostics and credit scoring, its translation into smart city 

contexts introduces distinctive challenges that have not been comprehensively synthesized in the existing literature. 

Smart city data streams are heterogeneous, spanning structured sensor telemetry, geospatial trajectories, unstructured 

text from citizen complaints, and image or video feeds; they are frequently non-stationary due to seasonal and event-

driven urban dynamics; and the computational infrastructure spans resource-constrained edge devices to centralized 

cloud analytics, imposing latency and energy constraints on explanation generation that are largely absent in the 

static, tabular benchmarks on which many XAI methods were originally validated. 

This review addresses that gap by providing a comprehensive and critical synthesis of explainable machine learning 

methods as they apply specifically to trustworthy decision-making in smart city applications. The contribution of 

this work is fourfold. First, it consolidates a taxonomy of explainability techniques tailored to the data modalities 

and operational constraints characteristic of urban computing. Second, it examines the mathematical foundations and 

algorithmic mechanics of the dominant explanation methods, situating them within representative smart city 

architectures spanning edge, fog, and cloud tiers. Third, it performs a comparative evaluation of these methods 

against fidelity, stability, computational cost, and interpretability criteria, grounded in a case study of explainable 

traffic incident prediction. Fourth, it critically appraises the ethical, regulatory, and technical challenges that 

continue to limit the trustworthy deployment of explainable models at urban scale, and it proposes a research agenda 

oriented toward causally grounded and human-centered explainability. The remainder of the paper is organized as 

follows. Section 2 provides background on the evolution of smart city computing and motivates the necessity of 

explainability. Section 3 develops a taxonomy of explainable machine learning methods. Section 4 details core 

methodological concepts. Section 5 discusses system architectures for embedding explainability into smart city 

pipelines. Section 6 offers a comparative analysis of representative techniques. Section 7 surveys domain 

applications, followed by a case study in Section 8. Sections 9 and 10 examine tools and performance evaluation, 

respectively. Sections 11 through 13 address challenges, ethical considerations, and future directions, and Section 14 

concludes the review. 

 

2. Background and Motivation 

 

2.1 The Evolution of Smart City Computing 

 

The conceptual foundation of the smart city rests on the integration of information and communication technology 

with urban infrastructure to improve the efficiency, sustainability, and responsiveness of public services. Early smart 

city initiatives, dating to the late 2000s and early 2010s, were largely confined to supervisory control and data 

acquisition (SCADA) systems for utilities and static dashboards aggregating sensor readings for human operators. 

The subsequent decade saw a shift from passive monitoring to predictive and prescriptive analytics, enabled by three 

concurrent technological trends. The first is the exponential growth in the density and diversity of urban sensing 

infrastructure, including traffic loop detectors, air quality monitors, smart meters, closed-circuit television networks, 

and citizen-generated data from mobile applications and social media. The second is the maturation of deep learning 

architectures, particularly convolutional and recurrent networks and, more recently, transformer-based sequence 

models, which have demonstrated superior performance over classical time-series and image-processing techniques 

on the noisy, high-volume data characteristic of urban environments. The third is the emergence of edge and fog 

computing paradigms, which distribute inference workloads closer to data sources to satisfy the latency 

requirements of real-time urban control loops, such as adaptive traffic signaling and autonomous public transit. 

The confluence of these trends has produced smart city analytics pipelines of considerable algorithmic complexity. 

A representative pipeline may ingest heterogeneous multimodal data, apply deep feature extraction, fuse predictions 

across spatial and temporal scales, and feed the resulting inference into an automated or semi-automated decision 

layer that triggers physical or administrative actions. The predictive accuracy gains associated with this complexity 
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are substantial and well documented across domains such as short-term traffic forecasting, where deep spatio-

temporal graph networks have reduced prediction error relative to classical autoregressive models, and energy 

demand forecasting, where hybrid deep learning ensembles have improved load prediction accuracy in the presence 

of renewable generation variability. However, this performance is achieved through model architectures whose 

decision surfaces are functions of millions or billions of parameters, rendering direct human inspection of the 

model’s reasoning infeasible. 

2.2 The Trust Deficit in Algorithmic Urban Governance 

 

Trust in automated urban decision-making is not a monolithic property but a composite of several distinct 

expectations held by different stakeholder groups. Citizens expect that decisions affecting their access to services, 

mobility, or safety are made on defensible and non-discriminatory grounds. Municipal operators and engineers 

require sufficient insight into model behavior to certify systems as fit for deployment and to diagnose failures before 

they cascade into service disruptions. Regulators and auditors require documented evidence that automated systems 

comply with applicable legal standards of due process, non-discrimination, and data protection. Researchers and 

system integrators, finally, require interpretability as a diagnostic tool for improving model robustness and 

generalization. Each of these expectations is frustrated by the black-box nature of contemporary high-performance 

models, and the resulting trust deficit has been documented empirically in surveys of public attitudes toward 

algorithmic decision-making in policing, welfare allocation, and urban planning, which consistently report that 

transparency and the availability of contestation mechanisms are primary determinants of public acceptance, often 

outweighing raw predictive accuracy. 

The trust deficit is compounded by well-documented instances of algorithmic bias in deployed urban systems. 

Predictive policing platforms have been shown to reproduce and amplify historical patterns of over-policing in 

specific neighborhoods because training data reflects prior enforcement intensity rather than the true underlying 

distribution of criminal activity, a phenomenon distinct from, but related to, sampling bias. Facial recognition 

systems used in urban surveillance have exhibited materially higher error rates for individuals with darker skin 

tones, a disparity traceable to underrepresentation in training corpora. Automated resource allocation systems in 

social services have similarly been shown to encode proxies for protected attributes such as race and socioeconomic 

status through seemingly neutral features such as zip code or utility payment history. In each of these cases, the 

absence of interpretable model reasoning delayed the detection of the underlying bias until after the systems had 

been deployed at scale, illustrating that explainability is not merely a post-deployment auditing convenience but a 

precondition for responsible pre-deployment validation. 

 

2.3 Motivating the Convergence of XAI and Smart City Analytics 

 

The motivation for integrating explainable machine learning into smart city analytics can be framed along four 

complementary dimensions. The operational dimension concerns the diagnostic value of explanations for system 

engineers, who must identify why a model underperforms in specific spatial regions or under specific environmental 

conditions, a task substantially eased by feature attribution and local explanation techniques. The regulatory 

dimension concerns compliance with an increasingly stringent legal landscape; the EU AI Act classifies several 

smart city use cases, including biometric surveillance and critical infrastructure management, as high-risk 

applications subject to mandatory transparency and human-oversight obligations, while sector-specific regulations in 

transportation safety and public benefits administration impose analogous requirements in other jurisdictions. The 

ethical dimension concerns the substantive fairness of algorithmic outcomes, where explainability provides the 

analytical tooling necessary to detect and mitigate discriminatory patterns before they cause harm. The participatory 

dimension, finally, concerns the democratic legitimacy of algorithmic governance, recognizing that citizens subject 

to automated decisions possess a normatively grounded interest in understanding the basis of those decisions, 

independent of any instrumental benefit to system performance. These four dimensions jointly motivate the 

technical program pursued throughout the remainder of this review: the development, evaluation, and deployment of 

explainable machine learning methods that are simultaneously faithful to model behavior, computationally tractable 

within smart city infrastructure constraints, and comprehensible to the heterogeneous stakeholders who must 

ultimately act on their outputs. 

 

3. Taxonomy and Classification of Explainable Machine Learning Methods 
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A coherent taxonomy is essential for navigating the heterogeneous landscape of explainability techniques and for 

matching methods to the operational constraints of specific smart city applications. The literature converges on 

several orthogonal classification axes, which are synthesized in Table 1 and elaborated below. 

The first axis distinguishes intrinsic from post-hoc interpretability. Intrinsic interpretability refers to models whose 

internal structure is directly comprehensible by construction, such as linear and logistic regression, decision trees, 

rule lists, and generalized additive models. These models sacrifice some representational capacity for transparency, 

and their explanations are exact rather than approximate, since the explanation is simply a description of the model’s 

actual computation. Post-hoc interpretability, by contrast, refers to techniques applied after a black-box model has 

been trained, generating an explanation of the model’s behavior without altering its internal structure. Post-hoc 

methods dominate the smart city literature precisely because the underlying predictive tasks, such as image-based 

incident detection or multivariate time-series forecasting, are best addressed by deep architectures for which no 

directly interpretable equivalent achieves comparable accuracy. 

The second axis distinguishes model-specific from model-agnostic techniques. Model-specific methods exploit the 

internal structure of a particular model family, such as gradient-based saliency methods for convolutional neural 

networks or tree-traversal-based attribution for gradient-boosted ensembles, and typically offer higher computational 

efficiency and fidelity at the cost of portability. Model-agnostic methods, including LIME and SHAP’s kernel 

variant, treat the underlying model as a black box accessible only through its input-output behavior, offering broad 

applicability across heterogeneous smart city pipelines that may combine multiple model families but incurring 

higher computational overhead due to repeated model queries. 

The third axis distinguishes local from global explanations. Local explanations characterize the model’s behavior in 

the vicinity of a single prediction, answering the question of why a specific instance, such as a particular traffic 

incident or loan application, received a particular output. Global explanations characterize the model’s behavior 

across the entire input distribution, answering the question of which features are generally most influential and how 

they interact, which is of particular value for regulatory auditing and model validation prior to deployment. Table 1 

summarizes representative methods along these axes together with their primary smart city use cases. 

 

Table 1. Taxonomy of explainable machine learning methods relevant to smart city applications 

 

Category Representative Methods 

Interpretability 

Type Scope 

Typical Smart City Use 

Case 

Intrinsically 

interpretable 

models 

Linear/logistic regression, 

decision trees, rule lists, 

generalized additive models 

(GAMs), explainable boosting 

machines (EBM) 

Intrinsic Global 

and 

local 

Energy load estimation, 

resource eligibility scoring 

Feature 

attribution 

(perturbation-

based) 

LIME, SHAP (KernelSHAP), 

Anchors 

Post-hoc, model-

agnostic 

Local Incident triage, service 

allocation decisions 

Feature 

attribution 

(gradient-based) 

Saliency maps, Integrated 

Gradients, Grad-CAM, 

DeepLIFT 

Post-hoc, model-

specific (neural 

networks) 

Local Surveillance image 

classification, defect 

detection 

Tree-based exact 

attribution 

TreeSHAP Post-hoc, model-

specific (tree 

ensembles) 

Local 

and 

global 

Traffic incident and 

demand forecasting with 

XGBoost/LightGBM 

Counterfactual 

and contrastive 

explanations 

DiCE, Wachter et 

al. counterfactuals, actionable 

recourse 

Post-hoc, model-

agnostic 

Local Citizen service eligibility, 

permit denial explanations 

Example-based / 

prototype 

methods 

Influence functions, prototype 

and criticism selection, k-NN 

explanations 

Post-hoc, model-

agnostic 

Local Anomaly detection 

justification in utility 

networks 

Attention and 

self-explaining 

architectures 

Attention weights in 

transformers, self-explaining 

neural networks (SENN) 

Intrinsic-adjacent Local Spatio-temporal traffic 

and pollution forecasting 
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Category Representative Methods 

Interpretability 

Type Scope 

Typical Smart City Use 

Case 

Surrogate 

modeling 

Global surrogate trees, rule 

extraction from ensembles 

Post-hoc, model-

agnostic 

Global Regulatory audit of 

predictive policing and 

welfare models 

Causal 

explanation 

methods 

Structural causal models, causal 

feature attribution 

Post-hoc / hybrid Local 

and 

global 

Root-cause analysis of 

infrastructure failures 

 

A further classification dimension, particularly salient in smart city deployments, concerns the data modality 

addressed by the explanation technique. Tabular explainability methods, including SHAP and LIME in their original 

formulations, are well suited to structured sensor telemetry and administrative records. Image and video 

explainability methods, including Grad-CAM and its successors, are required for surveillance, infrastructure 

inspection, and remote-sensing applications. Time-series explainability methods, including temporal saliency and 

attention-based attribution, are necessary for the sequential sensor and demand-forecasting data that dominate 

energy and traffic domains. Graph explainability methods, including GNNExplainer and its variants, are 

increasingly relevant given the graph-structured representation of road and utility networks used in state-of-the-art 

spatio-temporal forecasting models. This modality-oriented classification, summarized in Table 2, complements the 

method-oriented taxonomy of Table 1 and directly informs the architectural discussion of Section 5. 

 

Table 2. Explainability methods organized by smart city data modality 

 

Data Modality 

Dominant Predictive 

Models 

Suitable Explainability 

Methods Representative Application 

Structured/tabular 

telemetry 

Gradient-boosted trees, 

random forests, MLPs 

TreeSHAP, LIME, EBM Water and energy demand 

forecasting 

Image/video CNNs, vision transformers Grad-CAM, Integrated 

Gradients, LRP 

Surveillance anomaly 

detection, pavement defect 

inspection 

Time-series RNN/LSTM/GRU, temporal 

convolution, transformers 

Temporal saliency, attention 

attribution, TimeSHAP 

Traffic flow and air-quality 

forecasting 

Spatio-temporal 

graphs 

Graph neural networks 

(GCN, GAT, STGCN) 

GNNExplainer, 

PGExplainer, graph 

attention weights 

Road network congestion 

propagation modeling 

Text Transformer-based language 

models 

Attention visualization, 

integrated gradients on 

embeddings 

Citizen complaint triage, 

sentiment-based service 

prioritization 

 

4. Core Concepts and Methodologies 

 

4.1 Foundations of Local Feature Attribution: LIME and SHAP 

The most widely adopted explanation techniques in smart city analytics are local feature attribution methods, of 

which LIME (Local Interpretable Model-agnostic Explanations) and SHAP (SHapley Additive exPlanations) are the 

dominant representatives. LIME, introduced by Ribeiro, Singh, and Guestrin, operates by generating a perturbed 

sample of instances in the neighborhood of the instance to be explained, obtaining the black-box model’s predictions 

for these perturbed instances, and fitting a simple, interpretable surrogate model, typically a sparse linear model, 

weighted by proximity to the original instance. Formally, given a black-box model (f) and an instance (x), LIME 

seeks an interpretable model (g) from a class of interpretable models (G) that minimizes a locality-weighted loss ((f, 

g, _x)) subject to a complexity penalty ((g)), expressed as 

 

[ (x) = _{g G} ; (f, g, _x) + (g), ] 

 

where (_x) is a proximity measure that weights perturbed samples according to their distance from (x). The resulting 

linear coefficients of (g) are interpreted as local feature importances. LIME’s principal strength is its generality and 
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computational tractability, since it requires only query access to the model; its principal weakness is instability, as 

small changes in the perturbation sampling procedure can produce materially different explanations for the same 

instance, a limitation with direct consequences for the auditability of smart city decisions where reproducibility of 

explanations is itself a governance requirement. 

SHAP, introduced by Lundberg and Lee, addresses several of LIME’s theoretical shortcomings by grounding 

feature attribution in cooperative game theory. Each feature is treated as a “player” in a coalition game whose payoff 

is the model’s prediction, and the attribution assigned to each feature is its Shapley value, defined as the average 

marginal contribution of that feature across all possible orderings of feature coalitions: 

 

[ i = {S N {i}}  , ] 

 

where (N) is the full set of features, (S) ranges over subsets excluding feature (i), and (f(S)) denotes the model’s 

expected output when only the features in (S) are known. Shapley values are the unique attribution satisfying the 

axioms of local accuracy (the attributions sum to the difference between the model’s prediction and its baseline 

expectation), missingness (features absent from the model receive zero attribution), and consistency (a feature’s 

attribution cannot decrease if its marginal contribution increases in a modified model). Exact computation of 

Shapley values is exponential in the number of features, rendering brute-force calculation infeasible for high-

dimensional smart city data; consequently, practical implementations rely on approximation strategies, most notably 

KernelSHAP, which recasts Shapley value estimation as a weighted linear regression problem, and TreeSHAP, 

which exploits the recursive structure of decision trees to compute exact Shapley values in polynomial time, making 

it the method of choice for the gradient-boosted ensembles widely used in structured smart city forecasting tasks. 

 

4.2 Gradient-Based Attribution for Deep Architectures 

 

For deep neural networks operating on image, video, and spatio-temporal data, gradient-based attribution methods 

are typically preferred over perturbation-based methods due to their substantially lower computational cost, since 

they require only a small, fixed number of forward and backward passes rather than repeated model queries over 

perturbed samples. Saliency maps, the earliest such technique, attribute importance to each input pixel or feature 

according to the magnitude of the gradient of the output with respect to that input, formally (f(x) / x_i). This 

approach is computationally efficient but prone to attributing high importance to noise due to gradient saturation in 

deep networks. Integrated Gradients, introduced by Sundararajan, Taly, and Yan, addresses this limitation by 

integrating the gradient along a straight-line path from a baseline input (x’) (typically a black image or zero vector) 

to the actual input (x):  

 

[ i(x) = (x_i - x_i’) {0}^{1}  , d, ] 

 

which satisfies the completeness axiom, ensuring that attributions sum exactly to the difference between the model’s 

output at (x) and at the baseline, thereby providing a fidelity guarantee absent from raw saliency maps. Grad-CAM 

(Gradient-weighted Class Activation Mapping), introduced by Selvaraju et al., is tailored specifically to 

convolutional architectures and produces a coarse spatial localization map by computing the gradient of the target 

class score with respect to the feature maps of a chosen convolutional layer, global-average-pooling these gradients 

to obtain per-channel importance weights, and forming a weighted combination of the feature maps followed by a 

rectified linear unit to retain only positive contributions. Grad-CAM has been extensively applied in smart city 

surveillance and infrastructure inspection tasks because its output, a heatmap overlaid on the original image, is 

directly interpretable by non-technical operators without requiring familiarity with the underlying mathematics. 

 

4.3 Counterfactual and Contrastive Explanations 

 

While attribution-based methods answer the question of which features drove a prediction, counterfactual 

explanations answer the arguably more actionable question of what would need to change for the outcome to differ. 

Formally, given an instance (x) with an undesired prediction (f(x) = y), a counterfactual explanation seeks the 

instance (x^) that minimizes distance from (x) subject to achieving a desired outcome (y^): 

 

[ x^* = _{x’} ; d(x, x’)  f(x’) = y^*, ] 
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often relaxed into an unconstrained optimization by Wachter, Mittelstadt, and Russell as 

 

[ _{x’} ; (f(x’) - y^*)^2 + d(x, x’), ] 

 

where () balances proximity to the desired outcome against similarity to the original instance. Counterfactual 

explanations are particularly well suited to citizen-facing smart city applications, such as automated eligibility 

determinations for subsidized housing or utility relief programs, because they translate directly into actionable 

recourse: rather than presenting an abstract list of feature importances, the system can inform an applicant that 

eligibility would be granted if a specific, modifiable condition were altered. This actionability must, however, be 

tempered by a requirement of plausibility and fairness, since naively optimized counterfactuals may recommend 

changes to immutable attributes such as age or recommend causally infeasible combinations of feature changes, a 

limitation that has motivated causally constrained counterfactual generation methods such as those building on 

structural causal models. 

 

4.4 Attention Mechanisms and Self-Explaining Architectures 

 

Transformer-based architectures, increasingly adopted for spatio-temporal forecasting in traffic and environmental 

monitoring, incorporate attention mechanisms that assign learned weights to different input positions when 

computing a representation, offering a form of built-in, though contested, interpretability. The attention weight 

between query and key vectors is computed as (_{ij} = ( q_i^k_j /  )), and the resulting weights are frequently 

visualized as evidence of which time steps or spatial locations the model attended to when producing a forecast. The 

interpretive validity of attention weights remains a subject of active debate, since several studies have demonstrated 

that attention distributions can be manipulated without materially changing model output, indicating that attention 

alone does not satisfy the fidelity guarantees of axiomatic attribution methods such as Shapley values or Integrated 

Gradients; consequently, attention visualization is best regarded as a complementary diagnostic rather than a 

substitute for rigorous post-hoc attribution. Self-explaining neural networks (SENN), by contrast, are architected 

explicitly to produce interpretable concept-based explanations as a direct byproduct of the forward pass, jointly 

learning a set of interpretable concepts and a relevance function that combines them linearly, thereby providing 

explanations that are faithful by construction rather than approximated post-hoc, though at the cost of additional 

architectural constraints and, typically, a modest reduction in predictive accuracy relative to unconstrained deep 

architectures. 

 

4.5 Global Surrogate and Rule-Extraction Methods 

 

For regulatory auditing purposes, where the objective is to characterize the overall behavior of a deployed model 

rather than to explain individual predictions, global surrogate modeling offers a complementary methodology. A 

global surrogate approach trains an inherently interpretable model, such as a shallow decision tree or a rule list, to 

approximate the predictions of the black-box model across the full input distribution, and the fidelity of the 

surrogate, typically measured as the (R^2) or classification agreement between surrogate and black-box predictions, 

quantifies the extent to which the surrogate can be trusted as a proxy for auditing purposes. Rule-extraction 

techniques applied to ensemble models, including RuleFit and its successors, similarly decompose gradient-boosted 

ensembles into a compact set of human-readable decision rules, which several municipal auditing bodies have 

adopted as a documentation artifact accompanying deployed predictive policing and resource-allocation systems, 

notwithstanding the acknowledged risk that surrogate fidelity, however high on average, may still diverge 

substantially from the black-box model in specific, potentially high-stakes, regions of the input space. 

 

5. System Architecture and Algorithmic Integration in Smart City Pipelines 

 

The integration of explainability into operational smart city systems requires architectural choices that extend well 

beyond the selection of an explanation algorithm, since explanations must be generated, transmitted, stored, and 

presented within a computing infrastructure that is typically distributed across edge, fog, and cloud tiers under 

heterogeneous latency, bandwidth, and energy constraints. A generalized reference architecture for explainable 

smart city analytics comprises five layers, described below and suitable for illustration as a layered system diagram 

in an accompanying figure. 
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The sensing and data acquisition layer comprises the heterogeneous array of physical and virtual sensors, 

including traffic cameras, air-quality monitors, smart meters, GPS-equipped vehicles, and citizen-reporting 

applications, which generate the raw multimodal data streams consumed by downstream models. The edge 

inference layer deploys lightweight or compressed versions of predictive models directly on or near sensing devices 

to satisfy the low-latency requirements of applications such as adaptive traffic signaling, where round-trip 

communication to a centralized cloud would introduce unacceptable control-loop delay; explainability at this layer is 

typically restricted to computationally inexpensive gradient-based or rule-based methods, since perturbation-based 

methods such as KernelSHAP are generally infeasible under edge-device power and memory budgets. The fog 

aggregation layer performs intermediate aggregation and fusion of edge-level inferences across a neighborhood or 

district, and is a natural locus for generating spatially or temporally aggregated explanations, such as identifying 

which sensor clusters contributed most to a district-level congestion alert. The cloud analytics and model 

management layer hosts the computationally intensive training, retraining, and global auditing processes, including 

the generation of global surrogate explanations, fairness audits, and Shapley-value-based feature importance 

rankings across the full historical dataset, tasks for which the elastic compute resources of the cloud are well suited. 

The presentation and governance layer, finally, translates the technical output of the preceding layers into 

stakeholder-appropriate interfaces, ranging from operator dashboards displaying Grad-CAM heatmaps over 

surveillance imagery to citizen-facing counterfactual explanations accompanying automated eligibility decisions, 

and incorporates the logging, versioning, and audit-trail mechanisms required for regulatory compliance. 

A critical architectural decision concerns the placement of explanation computation relative to the decision-making 

pipeline, distinguishing between synchronous and asynchronous explanation generation. In synchronous 

architectures, the explanation is computed and delivered concurrently with the prediction itself, a requirement for 

applications in which a human-in-the-loop operator must review the rationale before an action is authorized, such as 

an emergency dispatcher confirming an automated incident classification before deploying resources; this pattern 

necessitates explanation methods with bounded and predictable latency, favoring gradient-based or tree-specific 

attribution over sampling-intensive alternatives. In asynchronous architectures, predictions are acted upon 

immediately by automated actuation, such as adaptive signal timing, while explanations are computed in parallel or 

retrospectively for logging, auditing, and periodic review, decoupling explanation latency from the real-time control 

loop and permitting the use of higher-fidelity but computationally expensive methods such as KernelSHAP or 

counterfactual optimization. 

Algorithmically, the integration of explainability is commonly realized through one of three patterns. The 

explanation-as-a-service pattern exposes a dedicated microservice, typically implemented atop libraries such as the 

SHAP or Captum packages, which accepts a model identifier and input instance and returns a structured explanation 

object, decoupling the explanation logic from the predictive model’s serving infrastructure and enabling reuse across 

multiple application domains within the same smart city platform. The embedded-explainer pattern integrates 

explanation computation directly within the model’s inference code path, appropriate for edge deployments where 

the overhead of a network call to a separate explanation service is prohibitive, and is typically implemented using 

lightweight, model-specific methods such as TreeSHAP for gradient-boosted models or Grad-CAM for 

convolutional networks that share intermediate computation with the forward inference pass. The explanation-by-

design pattern, finally, foregoes post-hoc explanation entirely in favor of intrinsically interpretable architectures, 

such as explainable boosting machines or self-explaining neural networks, embedding interpretability as a first-class 

architectural constraint at the cost of the additional engineering effort required to validate that the chosen 

intrinsically interpretable model achieves acceptable predictive performance relative to unconstrained alternatives. 

The selection among these patterns is governed by the latency budget, the criticality of the decision, and the 

regulatory obligations attached to the specific smart city application, considerations that are examined comparatively 

in the following section. 

 

6. Comparative Analysis of Explainability Techniques 

The selection of an explainability technique for a given smart city application requires balancing several partially 

competing criteria: fidelity, the degree to which the explanation accurately reflects the true reasoning of the 

underlying model; stability, the consistency of explanations across repeated runs or minor input perturbations; 

computational cost, the latency and resource consumption of explanation generation; and human interpretability, the 

ease with which the target stakeholder can correctly understand and act upon the explanation. Table 3 presents a 

comparative evaluation of the principal techniques discussed in Section 4 against these criteria, synthesized from 

empirical benchmarking studies conducted across tabular, image, and time-series smart city datasets. 
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Table 3. Comparative evaluation of explainability techniques for smart city applications 

 

Method Fidelity Stability 

Computational 

Cost 

Human 

Interpretability 

Best-

Suited 

Data 

Modality 

Real-Time 

Feasibility 

LIME Moderate 

(approximate, 

locally linear) 

Low to 

moderate 

(sensitive to 

sampling) 

Moderate to 

high (repeated 

perturbation 

queries) 

High for tabular; 

moderate for 

image/text 

Tabular, 

text, 

image 

Limited 

KernelSHAP High 

(theoretically 

grounded, 

axiomatic) 

Moderate to 

high 

High 

(combinatorial 

sampling) 

Moderate 

(requires 

familiarity with 

Shapley values) 

Tabular Poor 

TreeSHAP Exact for tree 

ensembles 

High Low 

(polynomial-

time exact 

computation) 

Moderate to 

high 

Tabular 

(tree-

based 

models) 

Good 

Integrated 

Gradients 

High 

(axiomatic 

completeness) 

High Low to 

moderate (fixed 

number of 

gradient steps) 

Moderate Image, 

time-

series 

Good 

Grad-CAM Moderate 

(coarse spatial 

localization) 

High Low (single 

backward pass) 

High (visual 

heatmap) 

Image, 

video 

Excellent 

Counterfactual 

explanations 

Depends on 

optimization 

constraints 

Low to 

moderate 

(multiple valid 

counterfactuals 

may exist) 

Moderate to 

high (iterative 

optimization) 

High (directly 

actionable) 

Tabular Limited to 

moderate 

Attention 

visualization 

Contested (not 

guaranteed 

faithful) 

Moderate Low (byproduct 

of forward pass) 

High (intuitive 

but potentially 

misleading) 

Text, 

time-

series, 

graphs 

Excellent 

Global 

surrogate 

models 

Moderate 

(average 

fidelity, local 

divergence 

possible) 

High Low at 

inference 

(trained once) 

High Any Excellent 

Intrinsically 

interpretable 

models (EBM, 

GAM) 

Exact High Low High Tabular Excellent 

 

The comparative picture in Table 3 reveals a persistent tension between fidelity and computational tractability that is 

particularly consequential for smart city applications operating under real-time constraints. TreeSHAP occupies a 

favorable position for structured forecasting tasks because it achieves exact Shapley value computation without the 

combinatorial cost of KernelSHAP, but this advantage is contingent on the underlying model being tree-based, 

limiting its applicability to the deep architectures dominant in image and spatio-temporal graph modeling. Grad-

CAM and Integrated Gradients similarly achieve favorable cost-fidelity trade-offs for neural architectures but at the 

cost of producing explanations, spatial heatmaps and per-pixel attributions respectively, that are less naturally 

translated into the actionable, feature-level narratives that counterfactual methods provide, and that citizen-facing 

applications typically require. Counterfactual explanations, conversely, offer the highest degree of actionability but 

are the most sensitive to the choice of distance metric and plausibility constraints, and multiple valid counterfactuals 
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frequently exist for a single instance, a phenomenon termed the Rashomon effect, which can undermine stakeholder 

trust if different counterfactuals are presented across repeated queries for a nominally identical case. 

A second axis of comparison, orthogonal to the technique-level analysis of Table 3, concerns the trade-off between 

intrinsic and post-hoc interpretability at the level of overall system design, summarized in Table 4. This comparison 

is particularly relevant to architectural decisions of the kind discussed in Section 5, since it directly informs the 

choice between the explanation-by-design and explanation-as-a-service integration patterns. 

 

Table 4. Intrinsic versus post-hoc interpretability for smart city model deployment 

 

Dimension Intrinsically Interpretable Models Post-Hoc Explained Black-Box Models 

Explanation fidelity Exact, by construction Approximate, subject to explanation 

method error 

Predictive performance 

ceiling 

Often lower on complex, high-

dimensional urban data 

Typically higher, especially for image and 

spatio-temporal tasks 

Engineering overhead Concentrated in model design and 

feature engineering 

Concentrated in explanation infrastructure 

and validation 

Regulatory defensibility Strong (verifiable reasoning) Moderate, dependent on explanation 

validation rigor 

Suitability for streaming/edge 

deployment 

Generally favorable (low inference 

cost) 

Variable, depends on chosen post-hoc 

method 

Risk of misleading 

stakeholders 

Low Moderate to high if explanation fidelity is 

not rigorously validated 

 

The synthesis of Tables 3 and 4 supports a pragmatic design principle that recurs throughout the empirical smart city 

XAI literature: rather than treating explainability as a uniform requirement satisfied by a single method, practitioners 

are increasingly adopting hybrid strategies in which intrinsically interpretable models are preferred wherever 

predictive performance parity can be achieved, most commonly in tabular forecasting tasks, while post-hoc methods, 

carefully matched to the underlying model family and validated for fidelity, are reserved for the image, video, and 

spatio-temporal tasks where deep architectures retain a decisive performance advantage. 

 

7. Applications 

 

Explainable machine learning has been applied across the principal functional domains of smart city governance, 

each characterized by distinct data modalities, stakeholder groups, and risk profiles. 

In intelligent transportation systems, explainable models support adaptive traffic signal control, congestion 

prediction, and incident detection. Spatio-temporal graph neural networks that model road networks as graphs, with 

intersections as nodes and road segments as edges, have become the dominant architecture for short-term traffic 

forecasting, and graph explainability methods such as GNNExplainer are employed to identify which upstream road 

segments and time lags most strongly influence a predicted congestion event, information that traffic engineers use 

both to validate model behavior against domain knowledge and to prioritize infrastructure interventions. 

Explainability additionally supports the auditing of dynamic congestion pricing systems, where SHAP-based 

attribution has been used to verify that pricing decisions are driven by traffic-relevant features rather than by proxies 

correlated with the socioeconomic composition of specific routes, a concern directly connected to the fairness 

considerations discussed in Section 12. 

In energy systems, explainable models are applied to short-term load forecasting, renewable generation prediction, 

and anomaly detection in distribution networks. Generalized additive models and explainable boosting machines 

have gained particular traction in this domain because load forecasting features, such as temperature, calendar 

effects, and historical demand, are largely interpretable in isolation, allowing intrinsically interpretable models to 

achieve accuracy competitive with deep learning alternatives while providing utility operators with directly 

auditable demand-driver decompositions required for regulatory tariff justification and demand-response program 

design. 

In public safety and security, explainable models support surveillance-based anomaly detection, predictive 

policing resource allocation, and emergency dispatch triage. This domain carries the highest ethical stakes among 

smart city applications, and explainability here functions primarily as a bias-detection and accountability mechanism 
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rather than purely as an operational diagnostic tool; Grad-CAM-based visualization of convolutional anomaly 

detectors allows human reviewers to verify that flagged surveillance events correspond to genuinely anomalous 

visual patterns rather than spurious correlations with irrelevant scene attributes, while SHAP-based auditing of 

predictive policing risk scores has been used by independent oversight bodies to demonstrate the disproportionate 

influence of historically biased arrest-rate features, informing subsequent model redesign or, in several documented 

municipal cases, discontinuation of the system. 

In public health and environmental monitoring, explainable models support air-quality forecasting, epidemic 

surveillance, and the identification of environmental health hazards. Time-series attribution methods applied to deep 

spatio-temporal air-quality models have enabled environmental agencies to attribute predicted pollution spikes to 

specific upstream emission sources and meteorological conditions, directly informing targeted regulatory 

intervention rather than generalized city-wide policy responses. In smart water and waste management, 

explainable anomaly detection models applied to distribution network sensor data support the prioritization of leak-

detection and maintenance crews by providing interpretable justifications, typically in the form of feature attribution 

over pressure, flow, and acoustic sensor readings, for why a specific segment was flagged as anomalous, improving 

the efficiency of limited municipal maintenance resources relative to undifferentiated alert lists. 

In citizen services and urban planning, explainable models support automated eligibility determination for social 

programs, permit approval workflows, and participatory planning tools that predict the likely impact of proposed 

zoning or infrastructure changes. Counterfactual explanation methods are particularly prevalent in this domain 

because of the direct actionability they afford to citizens navigating administrative processes, allowing an applicant 

denied a benefit or permit to understand the specific, and ideally modifiable, factors that would alter the outcome, 

though the practical deployment of such systems requires careful attention to the plausibility and fairness constraints 

discussed in Section 4.3 to avoid recommending infeasible or discriminatory courses of action. 

 

8. Case Study: Explainable Traffic Incident Severity Prediction 

 

To ground the preceding conceptual and comparative discussion, this section presents a consolidated case study 

synthesizing methodologies and findings representative of the explainable traffic incident prediction literature, 

illustrating the practical integration of the taxonomy, architecture, and comparative principles developed in Sections 

3 through 6. 

The application scenario involves a municipal traffic management center seeking to predict the severity of reported 

traffic incidents, categorized as minor, moderate, or severe, in order to prioritize the dispatch of emergency response 

and traffic management resources. The predictive pipeline ingests structured incident report features, including time 

of day, road classification, weather conditions, and historical incident frequency at the reported location, together 

with real-time traffic sensor telemetry describing upstream and downstream congestion at the moment of the 

incident. A gradient-boosted ensemble, specifically an XGBoost classifier, is trained on this feature set, selected 

over deep learning alternatives because the structured, moderate-dimensional nature of the input data allows tree 

ensembles to achieve competitive predictive accuracy while remaining amenable to exact TreeSHAP attribution, 

consistent with the comparative guidance of Table 3. 

Following deployment, TreeSHAP is integrated via the embedded-explainer architectural pattern described in 

Section 5, computing a Shapley value decomposition for every incident severity prediction concurrently with the 

prediction itself, satisfying the synchronous explanation requirement of the dispatch decision workflow. For each 

predicted severe-incident classification, the dispatch interface presents the top contributing features, typically 

dominated in practice by upstream traffic speed differential, precipitation intensity, and historical incident severity at 

the specific road segment, together with their signed Shapley contributions, allowing dispatchers to verify at a 

glance that the model’s severity classification is grounded in operationally sensible factors before committing 

emergency resources. Periodically, aggregated Shapley values across the full incident history are computed in the 

cloud analytics layer to produce a global feature importance ranking, which traffic engineers use to validate that the 

model has not learned to rely on spurious correlates, such as the identity of the reporting officer or administrative 

district, that would raise both fairness and generalization concerns. 

The explainability layer additionally supports a retrospective auditing function: incidents for which the model’s 

predicted severity diverged substantially from the eventually confirmed severity are flagged, and their Shapley 

decompositions are reviewed to distinguish between genuine model error, attributable to missing or noisy input 

features, and errors attributable to distributional drift, such as a change in typical incident patterns following a road 

network modification, informing a targeted model retraining schedule rather than blanket periodic retraining. This 

case study illustrates several of the broader themes developed throughout this review: the alignment of the 
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explanation method (TreeSHAP) with the underlying model family (gradient-boosted trees) and the real-time 

constraints of the application; the layered deployment of local explanations at the point of decision and global 

explanations at the point of periodic audit; and the dual function of explainability as both an operational decision-

support tool and a governance mechanism for detecting bias and distributional drift, without which the traffic 

management center would possess neither the diagnostic capacity to improve the underlying model nor the 

evidentiary basis to defend its resource allocation decisions to municipal oversight bodies. 

 

9. Tools, Technologies, and Implementation 

 

The practical implementation of explainable machine learning in smart city systems is supported by a maturing 

ecosystem of open-source software libraries, benchmark datasets, and deployment platforms, summarized in Table 

5. The SHAP library, maintained as an open-source Python package, provides implementations of KernelSHAP, 

TreeSHAP, and DeepSHAP, and has become the de facto standard for feature attribution in structured smart city 

forecasting applications owing to its theoretical grounding and broad model compatibility. The LIME library 

provides the reference implementation of the eponymous method and remains widely used for rapid prototyping and 

applications requiring explanation of arbitrary black-box models without access to model internals. Captum, 

developed as a PyTorch-native interpretability library, implements a comprehensive suite of gradient-based 

attribution methods, including Integrated Gradients, DeepLIFT, and Grad-CAM variants, and is the predominant 

toolkit for explaining deep learning models applied to smart city image and video streams. The Alibi and AIX360 

libraries provide broader toolkits encompassing counterfactual explanation generation, contrastive explanations, and 

fairness-auditing utilities, positioning them as suitable choices for citizen-facing applications requiring actionable 

recourse alongside bias detection. For graph-structured smart city data, the PyTorch Geometric ecosystem 

incorporates GNNExplainer and PGExplainer implementations directly compatible with the graph neural network 

architectures used in traffic and utility network modeling. 

 

Table 5. Representative software tools for explainable smart city machine learning 

 

Tool 

Primary Methods 

Supported Underlying Framework 

Typical Smart City 

Use 

SHAP KernelSHAP, 

TreeSHAP, DeepSHAP 

Framework-agnostic 

(NumPy/scikit-

learn/XGBoost/PyTorch bindings) 

Tabular forecasting, 

incident severity 

prediction 

LIME Local surrogate 

linear/tree models 

Framework-agnostic Rapid prototyping, 

heterogeneous model 

pipelines 

Captum Integrated Gradients, 

DeepLIFT, Grad-CAM, 

Saliency 

PyTorch Surveillance 

image/video 

classification 

Alibi Counterfactuals, 

Anchors, contrastive 

explanations 

Framework-agnostic Citizen eligibility and 

permit decisions 

AIX360 (AI 

Explainability 360) 

Directly interpretable 

models, post-hoc, 

contrastive methods 

Framework-agnostic Regulatory auditing 

toolkits 

PyTorch Geometric 

(GNNExplainer, 

PGExplainer) 

Graph-based attribution PyTorch Road/utility network 

congestion and failure 

analysis 

InterpretML Explainable Boosting 

Machines, glassbox 

models 

Python, scikit-learn compatible Energy load forecasting 

with intrinsic 

interpretability 

What-If Tool / 

TensorBoard 

Interactive counterfactual 

and slice-based analysis 

TensorFlow Model validation 

dashboards for 

municipal analytics 

teams 
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Beyond software libraries, benchmark datasets play a critical role in the empirical validation of explainable smart 

city models. Traffic forecasting research commonly draws on the METR-LA and PEMS-BAY datasets, which 

provide loop-detector traffic speed measurements over Los Angeles and the California Bay Area respectively, and 

which have been adopted as standard benchmarks for both predictive accuracy and, increasingly, explanation 

fidelity evaluation in spatio-temporal graph neural network research. Energy forecasting studies frequently employ 

the UCI Individual Household Electric Power Consumption dataset and the more recent Building Data Genome 

Project datasets, which provide granular, multi-building energy consumption records suitable for both forecasting 

and explainability benchmarking. Air-quality and environmental monitoring research draws on datasets such as the 

Beijing PM2.5 dataset and municipal open-data portals increasingly mandated by smart city open-government 

initiatives. Public safety research, while methodologically active, faces more acute data availability and ethical 

constraints, with several jurisdictions restricting or discontinuing public release of predictive policing training data 

in response to the bias concerns discussed in Section 2.2, underscoring the tension between reproducible XAI 

benchmarking and the ethical governance of sensitive urban data, a tension revisited in Section 12. 

Implementation of explainability within production smart city systems additionally requires attention to deployment 

considerations not fully captured by library documentation, including the versioning of explanations alongside 

model versions to preserve auditability under model retraining, the latency budgeting discussed architecturally in 

Section 5, and the integration of explanation outputs into existing municipal IT infrastructure, which frequently 

comprises legacy systems not designed for the computational or data-format requirements of modern XAI libraries, 

necessitating the development of translation and integration middleware as a practical, if under-documented, 

component of real-world explainable smart city deployments. 

 

10. Performance Evaluation 

 

The evaluation of explainable machine learning systems in smart city contexts must address two logically distinct 

questions: the predictive performance of the underlying model, evaluated using standard task-specific metrics, and 

the quality of the explanations themselves, evaluated using a distinct and comparatively less standardized set of 

metrics that has only recently begun to converge toward consensus within the XAI research community. 

Predictive performance evaluation follows established practice within each application domain: classification tasks 

such as incident severity prediction are evaluated using accuracy, precision, recall, F1-score, and area under the 

receiver operating characteristic curve; regression tasks such as traffic speed or energy demand forecasting are 

evaluated using mean absolute error, root mean squared error, and mean absolute percentage error; and object 

detection or segmentation tasks in surveillance applications are evaluated using mean average precision and 

intersection-over-union metrics. A central empirical question in the explainable smart city literature concerns the 

magnitude of the accuracy trade-off incurred when substituting intrinsically interpretable models for black-box 

alternatives; empirical studies across tabular forecasting tasks have generally found that explainable boosting 

machines and other generalized additive model variants achieve predictive accuracy within a small margin of 

gradient-boosted ensembles, often under two to three percentage points in classification accuracy or a comparably 

modest relative increase in forecasting error, whereas the performance gap widens substantially for image and 

complex spatio-temporal tasks, where deep architectures retain a decisive advantage that has not been matched by 

currently available intrinsically interpretable alternatives. 

Explanation quality evaluation, by contrast, requires metrics addressing properties orthogonal to predictive accuracy. 

Fidelity measures the degree to which an explanation accurately reflects the underlying model’s behavior, 

commonly operationalized through deletion or insertion metrics, in which the features identified as most important 

by the explanation are progressively removed from or added to the input, and the resulting change in model output is 

measured; a high-fidelity explanation should produce a sharp change in output under this perturbation, while a low-

fidelity explanation will produce little change, indicating that the identified features were not, in fact, influential to 

the model’s actual decision. Stability, sometimes termed robustness, measures the consistency of explanations 

under small, semantically insignificant perturbations of the input, typically quantified as the local Lipschitz 

continuity of the explanation function, with low stability indicating that near-identical inputs can receive 

substantially different explanations, a property with direct consequences for stakeholder trust when nominally 

similar cases receive divergent justifications. Comprehensibility, the most difficult property to quantify objectively, 

is typically assessed through human-subject studies measuring task performance, such as the accuracy with which 

municipal operators can predict model behavior or detect model errors when equipped with a given explanation 

format, relative to a no-explanation control condition, and comprehensibility studies in the smart city literature have 
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consistently found that visual explanation formats, such as Grad-CAM heatmaps, achieve higher operator 

comprehension for image-based tasks than textual or tabular feature-importance lists, while the reverse holds for 

structured tabular decisions, where numeric feature attributions are more readily interpreted by domain experts than 

visual analogues. 

Table 6 summarizes representative quantitative findings drawn from the explainable smart city literature, illustrating 

the typical magnitude of trade-offs discussed above across representative application domains; the figures presented 

are indicative of consistent patterns reported across multiple independent studies rather than results from a single 

source, and are intended to convey relative rather than absolute benchmarks given the heterogeneity of datasets and 

evaluation protocols across the surveyed literature. 

 

Table 6. Representative performance and explanation-quality trade-offs across smart city domains 

 

Application 

Domain 

Representative 

Model 

Predictive 

Metric 

(Black-

Box) 

Predictive 

Metric 

(Interpretable 

Alternative) 

Typical 

Accuracy 

Gap 

Preferred 

Explanation 

Method 

Reported 

Fidelity 

Traffic 

incident 

severity 

XGBoost / deep 

MLP 

F1 ≈ 0.80–

0.86 

EBM/GAM F1 ≈ 

0.78–0.84 

1–3 

percentage 

points 

TreeSHAP High 

Short-term 

energy load 

forecasting 

LSTM 

ensemble 

MAPE ≈ 

3–6% 

GAM/EBM 

MAPE ≈ 4–7% 

1–2 

percentage 

points 

SHAP / 

intrinsic GAM 

High 

Surveillance 

anomaly 

detection 

CNN / vision 

transformer 

mAP ≈ 

0.75–0.88 

No competitive 

interpretable 

alternative 

Substantial 

(>10 

points) 

Grad-CAM, 

Integrated 

Gradients 

Moderate to 

high 

Air-quality 

forecasting 

Spatio-temporal 

GNN/LSTM 

RMSE 

(domain-

specific 

units) 

Substantially 

higher error for 

linear baselines 

Substantial TimeSHAP, 

temporal 

attention 

Moderate 

Citizen 

eligibility 

determination 

Gradient-

boosted 

classifier 

Accuracy ≈ 

0.85–0.92 

Logistic 

regression/EBM 

within 1–3 points 

Small Counterfactual 

explanations 

Moderate 

(recourse 

plausibility 

varies) 

 

The overall pattern emerging from performance evaluation studies reinforces the design principle articulated at the 

close of Section 6: for structured, moderate-dimensional smart city tasks, the accuracy cost of adopting intrinsically 

interpretable or high-fidelity post-hoc explainable models is modest and frequently justified by the governance 

benefits discussed throughout this review, whereas for high-dimensional perceptual tasks, the field continues to rely 

on post-hoc explanation of black-box models, with fidelity and stability, rather than raw predictive accuracy, 

constituting the primary axis of ongoing methodological improvement. 

 

11. Challenges and Limitations 

 

Despite substantial methodological progress, several fundamental challenges continue to constrain the trustworthy 

deployment of explainable machine learning in smart city systems. The fidelity-interpretability trade-off remains 

the most persistent conceptual challenge: methods that offer the highest degree of human comprehensibility, such as 

simplified visual heatmaps or short counterfactual narratives, frequently achieve this comprehensibility by 

discarding information about the model’s true decision boundary, while methods that preserve high fidelity, such as 

full Shapley value decompositions across high-dimensional feature spaces, are correspondingly more difficult for 

non-technical stakeholders to interpret correctly, a tension that has no general algorithmic solution and instead 

requires application-specific calibration informed by the human-subject comprehensibility studies discussed in 

Section 10. 

Computational scalability under the streaming, high-velocity data characteristic of smart city sensor networks 

constitutes a significant practical obstacle, particularly for sampling-intensive methods such as KernelSHAP and 
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iterative counterfactual optimization, whose computational cost scales unfavorably with feature dimensionality and 

rendering time budgets that are incompatible with the millisecond-scale latency requirements of applications such as 

adaptive traffic control; while approximation techniques such as TreeSHAP and gradient-based methods mitigate 

this challenge for specific model families, no general-purpose solution currently achieves both high fidelity and real-

time computational feasibility across arbitrary model architectures, motivating continued research into lightweight 

approximate Shapley estimation and edge-optimized explanation compression. 

The stability and robustness of explanations under adversarial manipulation represents a further and 

increasingly documented concern. Several studies have demonstrated that both gradient-based and perturbation-

based explanation methods can be deliberately manipulated, through imperceptible input perturbations or through 

post-hoc fine-tuning of model parameters that preserve predictive accuracy while altering the resulting explanation, 

to produce misleading attributions that mask discriminatory or otherwise problematic model behavior, a 

vulnerability with direct relevance to smart city applications subject to regulatory audit, since an adversarially robust 

explanation is a precondition for any explanation-based compliance regime to be meaningful rather than 

performative. 

Explanation instability across near-identical inputs, distinct from adversarial manipulation, arises even under 

benign conditions due to the inherent randomness of sampling-based methods and the frequent existence of multiple, 

similarly valid explanations for a single prediction, a manifestation of the broader Rashomon effect in which 

multiple models or explanatory accounts achieve comparable fidelity while attributing importance to different 

features; this phenomenon complicates stakeholder trust when, for instance, two structurally similar citizen 

eligibility determinations receive explanations emphasizing different contributing factors, an outcome that may be 

technically defensible but is difficult to reconcile with lay expectations of explanatory consistency. 

The absence of standardized evaluation protocols for explanation quality constitutes a methodological challenge 

that impedes cumulative progress within the field, since the fidelity, stability, and comprehensibility metrics 

discussed in Section 10 are implemented inconsistently across studies, with variation in perturbation baselines, 

distance metrics, and human-subject study design that renders direct comparison of reported results across the 

literature difficult and has motivated recent calls within the XAI research community for standardized benchmarking 

suites analogous to those long established for predictive accuracy evaluation. 

Finally, the integration burden imposed by legacy municipal IT infrastructure represents a practical, if less 

theoretically prominent, obstacle, since many municipal data systems were not designed to accommodate the 

computational requirements, data schemas, or real-time interfaces demanded by modern explainability tooling, 

requiring substantial and often underfunded engineering investment to bridge legacy infrastructure with 

contemporary XAI libraries, a challenge compounded by the frequently constrained technical capacity of municipal 

IT departments relative to the private-sector organizations in which much of the underlying XAI research and 

tooling has been developed and validated. 

 

12. Ethical and Societal Considerations 

 

The ethical stakes of explainable machine learning in smart city governance extend beyond the technical fidelity 

considerations discussed above to encompass questions of fairness, accountability, data governance, and the risk that 

explainability itself may be deployed in ways that undermine rather than advance meaningful transparency. 

Algorithmic fairness and explainability are conceptually distinct but practically intertwined, since explanation 

methods provide the primary analytical tooling through which fairness violations, such as the reliance of a predictive 

policing or resource-allocation model on features that serve as proxies for protected attributes, can be detected prior 

to or following deployment. However, explainability is not a sufficient condition for fairness: an explanation may 

faithfully and accurately report that a model relies heavily on a legally impermissible proxy feature, satisfying 

fidelity while doing nothing to remedy the underlying discriminatory behavior, underscoring that explainability 

functions as a necessary diagnostic instrument within a broader fairness governance process rather than as a self-

sufficient remedy, and that municipal deployments of explainable systems should be accompanied by defined 

institutional processes for acting upon the fairness violations that explanations reveal. 

A related and increasingly discussed concern is the risk of explanation-washing, in which the provision of an 

explanation, regardless of its fidelity or actionability, is used by system operators to confer an unwarranted 

appearance of accountability and legitimacy upon an automated decision, thereby forestalling substantive scrutiny 

rather than enabling it. This risk is particularly acute when explanations are generated using low-fidelity methods, 

such as LIME under default sampling parameters or attention visualization presented without fidelity validation, and 

presented to lay stakeholders without accompanying documentation of the explanation’s known limitations, a 
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practice that several scholars have characterized as more corrosive to genuine accountability than the absence of 

explanation altogether, since it creates a misleading impression of transparency that discourages further independent 

auditing. 

Data governance and privacy considerations intersect with explainability in specific and sometimes 

underappreciated ways, since explanation methods, particularly example-based and counterfactual techniques, may 

inadvertently reveal sensitive information about the training data or about other individuals whose records 

influenced the model, a concern formalized in the membership-inference and model-inversion attack literature, 

which has demonstrated that explanation outputs can, in specific circumstances, be exploited to infer whether a 

particular individual’s data was included in a model’s training set or to reconstruct approximate representations of 

sensitive training instances, implications that are particularly consequential for smart city applications drawing on 

sensitive administrative or health data and that motivate the integration of privacy-preserving explanation 

techniques, such as differentially private Shapley value estimation, as an active area of ongoing research. 

The regulatory landscape governing explainable AI in smart city contexts has developed unevenly across 

jurisdictions but is converging toward substantive transparency obligations for high-risk applications. The European 

Union’s Artificial Intelligence Act designates several smart city use cases, including biometric identification and the 

management of critical infrastructure such as water, energy, and transportation networks, as high-risk applications 

subject to mandatory risk management, human oversight, and transparency obligations, including a requirement that 

affected individuals be provided with a meaningful explanation of automated decisions in specified circumstances. 

Comparable, though generally less comprehensive, transparency obligations have emerged in sector-specific 

regulation elsewhere, including municipal-level algorithmic accountability ordinances in several jurisdictions that 

require public disclosure of automated decision systems used in city government and, in some cases, independent 

algorithmic impact assessments prior to deployment. The practical effect of this regulatory trajectory is to reposition 

explainability from a research-driven technical enhancement to a compliance-driven organizational obligation, a 

shift that carries the risk of encouraging minimally sufficient, checkbox-oriented explanation practices unless 

accompanied by substantive technical standards for explanation fidelity and by institutional processes, informed by 

the fairness and explanation-washing concerns discussed above, capable of translating disclosed explanations into 

meaningful accountability outcomes. 

Finally, the participatory and democratic dimension of explainable smart city governance merits explicit 

consideration, since the design of explanation interfaces, the selection of which features are disclosed, and the 

framing of counterfactual recourse all encode implicit value judgments about what constitutes a legitimate or 

actionable justification, judgments that are more defensibly made through participatory processes involving affected 

communities than through unilateral technical design choices made by system developers or municipal 

administrators, a consideration that has begun to inform emerging participatory design methodologies for 

explainable urban AI systems but that remains substantially underdeveloped relative to the technical maturity of the 

underlying explanation algorithms surveyed in this review. 

 

13. Future Research Directions 

 

Building on the challenges and ethical considerations identified above, several research directions appear 

particularly promising for advancing the trustworthy deployment of explainable machine learning in smart city 

applications over the coming years. 

Causally grounded explainability represents a substantial opportunity to address the correlational limitations of 

current attribution methods, since Shapley values, gradient-based attributions, and counterfactual explanations as 

conventionally formulated characterize associational rather than causal relationships between features and 

predictions, a distinction with direct practical consequences when explanations are used to inform interventions, 

such as infrastructure investment decisions premised on the features most strongly associated with predicted 

congestion, that implicitly assume a causal rather than merely correlational relationship. Continued integration of 

structural causal models and causal discovery techniques with feature attribution methods, building on nascent 

causal Shapley value formulations, offers a path toward explanations that more reliably support the interventionist 

reasoning that smart city decision-makers routinely, if often implicitly, expect from the explanations they are given. 

Efficient explanation methods for edge and streaming deployment constitute a pressing research priority given 

the architectural constraints discussed in Section 5, motivating continued development of lightweight approximate 

Shapley estimation techniques, distillation-based explanation compression, and incremental explanation update 

methods capable of amortizing computation across a continuous data stream rather than recomputing explanations 

from scratch for each new instance, a direction with particular relevance to the resource-constrained edge tier of 
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smart city infrastructure where the majority of latency-critical inference currently occurs without accompanying 

real-time explanation capability. 

Standardized benchmarking and evaluation protocols for explanation quality, addressing the methodological 

fragmentation identified in Section 11, represent a foundational research need whose resolution would substantially 

accelerate cumulative progress across the field; the development of smart-city-specific explanation benchmark 

suites, analogous to established predictive accuracy benchmarks such as METR-LA for traffic forecasting, 

incorporating standardized fidelity, stability, and human-comprehensibility protocols validated across the specific 

data modalities and stakeholder populations characteristic of urban governance, would provide the empirical 

infrastructure necessary for rigorous comparative evaluation of future explainability methods. 

Human-centered and participatory explanation design merits substantially increased research investment, 

extending beyond the algorithmic development that has dominated the field to date toward empirical investigation of 

how diverse stakeholder populations, including citizens with varying levels of technical literacy, actually interpret 

and act upon different explanation formats, informed by methodologies drawn from human-computer interaction 

and participatory design research, and toward the development of adaptive explanation interfaces capable of 

tailoring explanation content and format to the specific stakeholder and decision context rather than presenting a 

uniform explanation output across fundamentally different audiences. 

Adversarial robustness of explanations requires continued research attention given the vulnerabilities documented 

in Section 11, with particular priority on the development of explanation methods with formal robustness 

guarantees, potentially drawing on certified robustness techniques developed within the adversarial machine 

learning literature, and on the establishment of adversarial red-teaming as a standard component of pre-deployment 

validation for explainable systems subject to regulatory audit, ensuring that the accountability mechanisms 

explanations are intended to provide cannot be circumvented through deliberate manipulation. 

Privacy-preserving explainability, integrating differential privacy and secure computation techniques with feature 

attribution and counterfactual generation methods, represents a further priority area motivated by the privacy risks 

discussed in Section 12, with the central technical challenge lying in characterizing and minimizing the trade-off 

between the privacy budget consumed by an explanation and the fidelity of the resulting attribution, a trade-off that 

remains poorly characterized for the specific explanation methods and data modalities dominant in smart city 

applications. 

Finally, integrated regulatory-technical frameworks that translate the substantive transparency obligations 

emerging in legislation such as the EU AI Act into concrete, auditable technical standards for explanation fidelity, 

stability, and documentation represent an interdisciplinary research priority bridging computer science, law, and 

public administration, addressing the explanation-washing risk identified in Section 12 by establishing verifiable 

minimum standards that automated explanation systems deployed in high-risk smart city applications must satisfy, 

an undertaking that will require sustained collaboration between the technical XAI research community and 

regulatory and municipal governance stakeholders substantially beyond the scope of purely algorithmic research. 

 

14. Conclusion 

 

This review has synthesized the state of the art in explainable machine learning as applied to trustworthy decision-

making in smart city applications, examining the taxonomy, methodological foundations, architectural integration 

patterns, comparative performance characteristics, and domain applications of the field, before critically appraising 

the technical, ethical, and regulatory challenges that continue to constrain its trustworthy deployment. The analysis 

presented throughout this review supports several overarching conclusions. First, no single explainability technique 

dominates across the heterogeneous data modalities and operational constraints characteristic of smart city systems; 

rather, the effective deployment of explainable machine learning requires a modality- and context-sensitive 

matching of explanation method to underlying model architecture, latency budget, and stakeholder requirements, as 

systematized in the taxonomy and comparative analysis developed in Sections 3 and 6. Second, the fidelity-

interpretability and accuracy-transparency trade-offs that have historically motivated skepticism toward explainable 

methods are, for the structured, moderate-dimensional tasks that constitute a substantial share of smart city analytics, 

considerably more modest than commonly assumed, supporting a design preference for intrinsically interpretable 

models wherever predictive performance parity can be achieved, while acknowledging that image, video, and 

complex spatio-temporal tasks continue to necessitate post-hoc explanation of high-capacity black-box models for 

the foreseeable future. Third, explainability, while a necessary component of trustworthy algorithmic governance, is 

not by itself sufficient to guarantee fair, accountable, or beneficial outcomes, and must be embedded within broader 

institutional processes of fairness auditing, regulatory compliance, and participatory governance if it is to avoid the 
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explanation-washing risk identified in Section 12. Fourth, the technical maturation of the field, evidenced by the 

increasingly sophisticated software ecosystem and benchmark infrastructure surveyed in Section 9, has substantially 

outpaced the development of standardized evaluation protocols, robust regulatory-technical translation frameworks, 

and human-centered design methodologies, identifying these as the principal frontiers for future research articulated 

in Section 13. As smart cities continue to expand the scope and consequence of automated decision-making, the 

trustworthy integration of explainable machine learning will remain a central and evolving determinant of whether 

the substantial analytical capabilities of contemporary artificial intelligence can be reconciled with the due process, 

fairness, and democratic accountability that citizens are entitled to expect from the institutions that govern their 

urban environments. 
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