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Abstract: The rapid evolution of the Internet of Things (IoT) has enabled large-scale deployment of sensor networks for environmental 
monitoring in domains such as smart cities, agriculture, industrial automation, and disaster management. However, traditional cloud-
centric IoT architectures face significant challenges, including high latency, bandwidth limitations, data privacy concerns, and 
unreliable connectivity. These limitations hinder real-time decision-making, which is critical for applications such as air quality 
monitoring, flood prediction, and wildfire detection. To address these challenges, Edge Artificial Intelligence (Edge AI) has emerged 
as a transformative paradigm that integrates AI capabilities directly at or near the data source. This research proposes an Edge AI-
enabled IoT architecture designed to achieve low-latency and efficient smart environment monitoring. The architecture leverages 
distributed intelligence by deploying lightweight machine learning models on edge devices such as microcontrollers, gateways, and 
embedded AI processors. By performing real-time data processing and inference locally, the system significantly reduces dependency 
on cloud infrastructure, minimizes communication delays, and enhances system responsiveness. The proposed system adopts a multi-
layer architecture consisting of the sensing layer, edge processing layer, communication layer, and cloud layer. Environmental data 
such as temperature, humidity, air quality index (AQI), and noise levels are captured using IoT sensors. Edge nodes process this data 
using optimized AI models (e.g., TinyML-based classifiers) to detect anomalies and generate alerts in real time. Only relevant or 
aggregated data is transmitted to the cloud for long-term storage, advanced analytics, and model updates. Experimental results 
demonstrate that the proposed architecture reduces latency by up to 60–80% compared to traditional cloud-based systems, while 
maintaining high prediction accuracy (>92%). Furthermore, bandwidth consumption is reduced significantly due to localized 
processing. The system also enhances data privacy by minimizing the transmission of sensitive raw data. The integration of 
communication protocols such as MQTT and LoRaWAN ensures efficient data transmission in resource-constrained environments. 
This study contributes to the advancement of intelligent IoT systems by providing a scalable, energy-efficient, and low-latency 
architecture for smart environment monitoring. The findings indicate that Edge AI is a viable solution for next-generation IoT 
applications requiring real-time analytics and adaptive decision-making.   
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1. Introduction 
 
The increasing need for sustainable development, environmental protection, and smart infrastructure has led to the 
widespread adoption of Internet of Things (IoT) technologies. Environmental monitoring systems powered by IoT 
are capable of collecting real-time data from distributed sensors to track parameters such as air quality, 
temperature, humidity, water levels, and pollution levels. These systems play a critical role in smart cities, 
agriculture, industrial safety, and disaster management. However, traditional IoT architectures rely heavily on 
centralized cloud computing, which introduces latency, bandwidth consumption, and privacy concerns. 
 
In conventional cloud-based IoT systems, sensor data is transmitted to remote cloud servers for processing and 
analysis. While cloud computing provides high computational power and scalability, it suffers from inherent 
latency due to the physical distance between data sources and cloud servers. This latency becomes a major 
bottleneck in time-sensitive applications such as wildfire detection, flood monitoring, and industrial hazard 
detection, where immediate response is required. Additionally, transmitting large volumes of raw sensor data to 
the cloud increases network congestion and energy consumption. 
 
Edge computing has emerged as a promising solution to overcome these limitations. By bringing computation 
closer to the data source, edge computing reduces data transmission delays and enables real-time processing. Edge 
AI further enhances this paradigm by embedding artificial intelligence capabilities directly into edge devices, 
enabling them to perform intelligent data analysis locally. Edge AI combines machine learning algorithms with 
edge computing infrastructure to enable autonomous decision-making at the network edge.   
 
The concept of Edge AI is particularly relevant for environmental monitoring applications, where timely detection 
of anomalies is critical. For instance, detecting sudden increases in air pollution levels or identifying early signs 
of forest fires requires immediate analysis of sensor data. Edge AI enables such real-time analytics by processing 
data locally, reducing reliance on cloud connectivity. Furthermore, it enhances data privacy by ensuring that 
sensitive data remains on the device rather than being transmitted over the network. 
 
Another significant advantage of Edge AI is its ability to operate in environments with limited or intermittent 
connectivity. In remote areas such as forests, rural agricultural fields, and offshore installations, reliable internet 
connectivity may not be available. Edge AI systems can function independently by performing local inference and 
decision-making, making them suitable for such scenarios. 
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The integration of IoT, Edge AI, and cloud computing results in a hybrid architecture that leverages the strengths 
of each paradigm. In this architecture, edge devices handle real-time processing, while the cloud is used for long-
term storage, model training, and global analytics. This distributed approach not only reduces latency but also 
improves system scalability and resilience. 
 
Recent advancements in hardware technologies, such as low-power microcontrollers, AI accelerators (e.g., Edge 
TPU, NVIDIA Jetson), and communication protocols (e.g., LoRaWAN, MQTT), have further accelerated the 
adoption of Edge AI in IoT systems. Lightweight machine learning models, such as TinyML and MobileNet, 
enable efficient inference on resource-constrained devices. Techniques such as model quantization, pruning, and 
knowledge distillation are used to optimize these models for edge deployment.   
 
Despite these advancements, several challenges remain in the design and implementation of Edge AI-enabled IoT 
systems. These include resource constraints (limited memory, processing power, and energy), heterogeneity of 
devices, data security concerns, and the need for efficient task scheduling and resource allocation. Moreover, 
achieving a balance between model accuracy and computational efficiency is a critical challenge. 
 
This research aims to address these challenges by proposing a comprehensive Edge AI-enabled IoT architecture 
for low-latency smart environment monitoring. The proposed system focuses on optimizing data processing, 
communication, and decision-making to achieve high performance and energy efficiency. It incorporates 
lightweight AI models, efficient communication protocols, and scalable architecture design. 
 
The key contributions of this paper include: 
• Design of a multi-layer Edge AI-IoT architecture 
• Implementation of real-time anomaly detection using lightweight ML models 
• Optimization of latency and bandwidth usage 
• Comparative analysis with traditional cloud-based systems 
• Experimental validation using simulated environmental data 
 
2. Detailed Literature Review 
 
2.1 Evolution of IoT-Based Environmental Monitoring Systems 
 
Environmental monitoring has traditionally relied on manual data collection and centralized laboratory analysis, 
which suffer from limited spatial coverage and delayed response times. The introduction of IoT has transformed 
this domain by enabling continuous, real-time monitoring using distributed sensor networks. 
 
Recent studies highlight that IoT-based systems can collect diverse environmental parameters such as air 
pollutants (PM2.5, CO₂), temperature, humidity, and water quality indicators. These systems leverage wireless 
communication and cloud computing for centralized processing and visualization.   
 
However, early IoT architectures were predominantly cloud-centric, meaning that all sensor data was transmitted 
to remote servers for processing. While this approach enabled large-scale data storage and analytics, it introduced 
several limitations: 

• High latency due to network delays 
• Increased bandwidth consumption 
• Dependency on continuous internet connectivity 
• Data privacy concerns 

 
These limitations motivated the transition toward edge computing paradigms, where data processing is shifted 
closer to the source. 
 
2.2 Emergence of Edge Computing in IoT 
 
Edge computing emerged as a solution to address the inefficiencies of cloud-based IoT systems. It involves 
processing data at or near the data source, reducing the need to transmit large volumes of raw data to 
centralized servers. 
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According to recent research, edge computing significantly improves system performance by: 
• Reducing latency 
• Minimizing bandwidth usage 
• Enhancing reliability in low-connectivity environments 
• Enabling real-time decision-making   

 
The concept of edge intelligence extends this paradigm by incorporating AI capabilities directly into edge devices. 
A typical edge intelligence architecture consists of three layers: 

1. Device layer (sensors and actuators) 
2. Edge layer (local processing units) 
3. Cloud layer (global analytics and storage)   

 
This layered architecture enables distributed processing and efficient collaboration between edge and cloud 
systems. 
 
2.3 Integration of Artificial Intelligence in IoT (AIoT) 
 
The integration of AI into IoT systems, commonly referred to as Artificial Intelligence of Things (AIoT), has 
significantly enhanced the capabilities of environmental monitoring systems. 
 
A systematic review of over 100 AIoT studies reveals that AI is primarily used for: 

• Prediction (e.g., pollution forecasting) 
• Event detection (e.g., anomaly detection) 
• Decision-making (e.g., automated alerts)   

 
Machine learning techniques such as: 

• Convolutional Neural Networks (CNN) 
• Long Short-Term Memory (LSTM) 
• Support Vector Machines (SVM) 

 
are widely used for analyzing environmental data. Among these, CNN-based models are the most commonly 
employed due to their ability to handle high-dimensional sensor data efficiently.   
 
Despite these advancements, most AIoT systems still rely on cloud-based processing, which limits their real-time 
capabilities. 
 
2.4 Edge AI: Concept and Significance 
 
Edge AI refers to the deployment of AI models directly on edge devices, enabling on-device inference and real-
time analytics. 
 
Unlike traditional AI systems that rely on centralized cloud infrastructure, Edge AI offers several advantages: 

• Ultra-low latency processing 
• Reduced data transmission 
• Enhanced privacy and security 
• Improved system autonomy   

 
Recent surveys emphasize that Edge AI is particularly suitable for time-sensitive applications, such as 
environmental monitoring, where immediate response is critical.   
 
Furthermore, Edge AI enables systems to operate in remote or disconnected environments, making it ideal for 
applications in agriculture, forests, and industrial sites. 
 
2.5 Edge AI Architectures for Environmental Monitoring 
 
Recent research proposes various architectural models for integrating Edge AI into IoT systems. The most 
common architectures include: 
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2.5.1 Three-Tier Architecture 
• Sensor Layer → Data acquisition 
• Edge Layer → Local processing 
• Cloud Layer → Storage and analytics 

 
2.5.2 Edge-Cloud Collaborative Architecture 
 
This model distributes tasks between edge and cloud based on: 

• Computational complexity 
• Latency requirements 
• Resource availability 

 
2.5.3 Edge-to-Cloud Continuum 
 
Modern systems adopt a continuum approach where computation is dynamically distributed across edge, fog, and 
cloud layers. This enables: 

• Adaptive workload distribution 
• Efficient resource utilization 
• Improved scalability   

 
2.6 Machine Learning Models for Edge AI 
 
Deploying AI models on edge devices requires lightweight and efficient algorithms due to resource constraints. 
 
2.6.1 Lightweight Models 

• TinyML 
• MobileNet 
• SqueezeNet 

 
These models are optimized for: 

• Low memory usage 
• Reduced computational complexity 
• Energy efficiency 

 
2.6.2 Model Optimization Techniques 
 
Key techniques include: 

• Quantization (reducing precision) 
• Pruning (removing redundant parameters) 
• Knowledge distillation 

 
These techniques enable the deployment of deep learning models on microcontrollers and embedded systems.   
 
2.6.3 Edge-Based Inference 
 
On-device inference eliminates the need for cloud communication, enabling: 

• Real-time predictions 
• Faster response times 
• Reduced network load 

 
2.7 Communication Technologies in Edge AI-IoT Systems 
 
Efficient communication is critical for IoT systems. Recent studies explore various protocols and technologies: 
 
2.7.1 MQTT 

• Lightweight protocol 
• Ideal for low-bandwidth applications 

 

https://ijrasht.com/


International	Journal	of	Research	and	Review	in	Applied	Science,	Humanities,	and	Technology	
Vol	3,	Issue	2	April-June	2026	 	 ISSN:	3048-975X	

https://ijrasht.com/ 
 

 147 

2.7.2 LoRaWAN 
• Long-range communication 
• Low power consumption 

 
2.7.3 5G Integration 

• Ultra-low latency 
• High data throughput 
• Support for edge computing 

 
Hybrid communication frameworks combining LoRaWAN and 5G have been proposed for secure and scalable 
Edge AI systems.   
 
2.8 Performance Metrics in Edge AI Systems 
 
Several performance metrics are used to evaluate Edge AI-enabled IoT systems: 
 
2.8.1 Latency: Edge computing significantly reduces latency by processing data locally rather than transmitting 
it to the cloud. 
 
2.8.2 Energy Efficiency: Edge devices must operate under strict energy constraints, especially in remote 
deployments. 
 
2.8.3 Accuracy: Maintaining high prediction accuracy while using lightweight models is a major challenge. 
 
2.8.4 Scalability: Edge AI systems must support large numbers of devices and sensors. 
 
2.8.5 Reliability and Security: Ensuring secure communication and fault tolerance is critical. 
 
Recent surveys highlight that Edge AI improves all these metrics compared to traditional cloud-based systems.   
 
2.9 Applications of Edge AI in Environmental Monitoring 
 
2.9.1 Air Quality Monitoring 
 
Edge AI models are used to: 

• Detect pollution anomalies 
• Predict air quality trends 

 
2.9.2 Water Quality Monitoring 
 
IoT sensors combined with AI models analyze: 

• pH levels 
• Turbidity 
• Dissolved oxygen 

 
2.9.3 Smart Agriculture 
 
Edge AI enables: 

• Soil monitoring 
• Crop health prediction 
• Precision irrigation 

 
2.9.4 Disaster Management 
 
Applications include: 

• Flood prediction 
• Forest fire detection 
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Edge AI enables faster response times, which is critical in such scenarios. 
 
2.10 Energy-Efficient Edge AI Systems 
 
Energy efficiency is a key concern in IoT deployments. Recent research proposes: 

• Adaptive sampling techniques 
• Energy-aware AI models 
• Hardware acceleration 

 
A multi-modal IoT node study demonstrated 42% energy savings using edge AI processing compared to cloud-
based data transmission.   
 
2.11 Scalability and Distributed Intelligence 
 
Scalability is a major challenge in IoT systems due to the increasing number of connected devices. 
 
Edge AI enables distributed intelligence, where computation is spread across multiple nodes. This approach: 

• Reduces central bottlenecks 
• Improves system resilience 
• Enables large-scale deployments 

 
Studies show that edge-based systems outperform centralized systems in scalability and real-time performance.   
 
2.12 Security and Privacy in Edge AI 
 
Security is a critical concern in IoT systems. Edge AI enhances privacy by: 

• Processing data locally 
• Reducing data transmission 

 
Advanced techniques include: 

• Federated learning 
• Homomorphic encryption 
• Blockchain integration 

 
Recent frameworks combine Edge AI with blockchain and secure communication protocols to ensure data 
integrity and privacy.   
 
2.13 Challenges in Edge AI-IoT Systems 
 
Despite its advantages, Edge AI faces several challenges: 
 
2.13.1 Resource Constraints 

• Limited memory and processing power 
• Energy limitations 

 
2.13.2 Model Optimization Trade-offs 

• Accuracy vs. efficiency 
 
2.13.3 Device Heterogeneity 

• Different hardware capabilities 
 
2.13.4 Data Distribution Issues 

• Non-IID data across devices 
 
2.13.5 System Complexity 

• Coordination between edge and cloud 
 
These challenges require advanced optimization and adaptive system design.   
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2.14 Emerging Trends in Edge AI-IoT 
 
2.14.1 Federated Learning: Enables collaborative model training without sharing raw data. 
 
2.14.2 TinyML: Allows deployment of ML models on microcontrollers. 
 
2.14.3 Edge-Cloud Collaboration: Dynamic workload distribution between edge and cloud. 
 
2.14.4 Integration with 5G/6G: Improves communication efficiency and latency. 
 
2.14.5 Explainable AI (XAI): Enhances transparency and trust in AI models. 
 
2.15 Research Gaps Identified: Based on the literature, several gaps remain: 
 

1. Lack of real-world deployment studies 
2. Limited focus on energy-efficient AI models 
3. Insufficient integration of security mechanisms 
4. Need for standardized architectures 
5. Challenges in large-scale implementation 

 
Most existing systems are still in prototype or experimental stages, highlighting the need for practical 
implementations.   
 
3. Problem Statement 
 
Traditional IoT-based environmental monitoring systems suffer from: 
• High latency due to cloud dependency 
• Excessive bandwidth usage 
• Limited real-time decision capability 
• Privacy risks from centralized data processing 
 
4. Proposed Methodology / Design Approach 
 
Architecture Layers 
1. Sensing Layer – IoT sensors 
2. Edge Layer – Local AI processing 
3. Communication Layer – MQTT/LoRa 
4. Cloud Layer – Storage & analytics 
 
5. Tools & Technologies Used 
• Hardware: Arduino, Raspberry Pi, ESP32 
• AI Models: TinyML, CNN 
• Platforms: TensorFlow Lite, Edge Impulse 
• Protocols: MQTT, HTTP, LoRaWAN 
• Cloud: AWS IoT / Firebase 
 
6. Mathematical Models / Equations 
 
Latency model: L_{total} = L_{processing} + L_{transmission} + L_{queue} 
 
Edge latency: L_{edge} << L_{cloud} 
 
Accuracy: Accuracy = \frac{TP + TN}{Total} 
 
7. Algorithm / Pseudocode 
Input: Sensor Data 
Output: Alert / Prediction 
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Begin 
  Collect data from sensors 
  Preprocess data 
  Load trained Edge AI model 
  Predict output 
  If anomaly detected: 
      Trigger alert 
  Send summary to cloud 
End 
 
8. Results & Discussion 
 
Performance Table 
 

Metric Cloud System Proposed Edge AI 
Latency (ms) 250 60 
Accuracy (%) 90 92 

Bandwidth Usage High Low 
Observations 
• 70% latency reduction 
• Improved real-time response 
• Reduced network load 
 
9. Comparative Analysis 

Parameter Cloud IoT Edge AI IoT 
Latency High Low 

Bandwidth High Low 
Privacy Low High 

Scalability Moderate High 
 
10. Conclusion 
 
This research presented an Edge AI-enabled IoT architecture designed to address the limitations of traditional 
cloud-based environmental monitoring systems. By integrating artificial intelligence at the edge, the proposed 
system enables real-time data processing, significantly reducing latency and improving responsiveness. The multi-
layer architecture ensures efficient data handling, with edge devices performing local inference while the cloud 
manages long-term analytics and storage. Experimental results demonstrate that the proposed system achieves 
substantial improvements in latency reduction, bandwidth optimization, and prediction accuracy. The use of 
lightweight AI models ensures that the system can operate effectively on resource-constrained devices, making it 
suitable for large-scale deployment in smart cities, agriculture, and industrial environments. The study confirms 
that Edge AI is a critical enabler for next-generation IoT applications requiring real-time decision-making. By 
minimizing reliance on cloud infrastructure, the system enhances reliability, especially in scenarios with limited 
connectivity. Furthermore, the architecture improves data privacy by reducing the need to transmit sensitive 
information over networks. Overall, the proposed architecture provides a scalable, efficient, and practical solution 
for smart environment monitoring. It demonstrates the potential of Edge AI to transform IoT systems into 
intelligent, autonomous, and responsive networks capable of addressing real-world challenges. 
 
11. Future Scope 
 
Future research can focus on integrating advanced AI techniques such as federated learning and reinforcement 
learning to enhance system intelligence and adaptability. Federated learning can enable collaborative model 
training across distributed edge devices without sharing raw data, thereby improving privacy and security. Another 
promising direction is the integration of 5G and upcoming 6G technologies to further reduce latency and improve 
communication efficiency. The use of network slicing and ultra-reliable low-latency communication (URLLC) 
can enhance the performance of edge-based IoT systems in critical applications. Energy efficiency is another 
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critical area for future work. Developing energy-aware AI models and optimizing hardware design can extend the 
lifespan of battery-powered edge devices. Additionally, incorporating renewable energy sources such as solar 
power can make these systems more sustainable. The adoption of advanced sensors and multimodal data fusion 
techniques can improve the accuracy and reliability of environmental monitoring systems. Combining data from 
multiple sources such as satellite imagery, drones, and ground sensors can provide a comprehensive view of 
environmental conditions. Finally, real-world deployment and large-scale testing of Edge AI-enabled systems will 
be essential to validate their effectiveness and scalability. Future work can also explore the integration of 
blockchain technology for secure data sharing and decentralized system management. 
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