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Abstract: The rapid proliferation of Internet of Things (IoT) devices has created highly dynamic, heterogeneous, and resource-
constrained network environments that demand intelligent and adaptive control mechanisms. Conventional rule-based and 
optimization-driven approaches often fail to cope with real-time variability in network conditions, traffic loads, energy availability, 
and security threats. Reinforcement Learning (RL), particularly Deep Reinforcement Learning (DRL) and Multi-Agent 
Reinforcement Learning (MARL), has emerged as a powerful paradigm for enabling autonomous decision-making in such complex 
systems. This paper presents a comprehensive study of reinforcement learning techniques for intelligent control in IoT networks, 
analyse key application domains including task offloading, routing, energy optimization, and intrusion detection, and identify existing 
research gaps. A unified problem formulation based on Markov Decision Processes (MDP/POMDP) is developed, followed by detailed 
mathematical modelling, algorithmic design, and pseudocode implementation for representative methods such as Q-Learning, DQN, 
PPO, and MADDPG. A structured implementation methodology is proposed, incorporating simulation-based training, model 
compression for edge deployment, and federated learning for privacy-preserving distributed control. Synthetic experimental 
evaluations illustrate performance trade-offs among RL techniques in terms of latency, energy consumption, throughput, and 
convergence stability. Results demonstrate that DRL and MARL approaches significantly enhance adaptive resource allocation and 
network performance compared to traditional heuristic methods, while also introducing challenges related to sample efficiency, safety 
constraints, and deployment complexity. The paper concludes by outlining future research directions including federated 
reinforcement learning, constrained and safe RL, explainable decision-making, tinyML-based deployment, and standardized 
benchmarking frameworks for IoT environments. 
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1. Introduction 
 
IoT networks interconnect billions of devices — sensors, actuators, gateways, and edge servers — to deliver 
services ranging from smart city monitoring to industrial automation. These environments are highly dynamic 
(variable traffic, mobility, interference), heterogeneous (hardware, radio interfaces), and resource-limited (battery, 
CPU, bandwidth). Classical static or rule-based control policies often fail to adapt to changing conditions or learn 
from prior interactions. 
 
Reinforcement Learning (RL) formulates control as an agent–environment interaction where an agent learns a 
policy to maximize expected cumulative reward through trial and error. With modern Deep RL (DRL), agents can 
handle high-dimensional observations and complex function approximation. MARL extends RL into decentralized 
or partially-observed multi-agent IoT scenarios (devices/edge nodes as agents) for cooperative or competitive 
control. 
 
Key potential RL applications in IoT include: 
• Adaptive task offloading (device → edge → cloud) for latency-energy trade-offs. 
• Dynamic routing and medium-access control to reduce delay and packet loss. 
• Energy management (duty cycling, transmit power control) for long-lived deployments. 
• Anomaly detection and adaptive intrusion response in security-sensitive IoT systems. 
• Cache placement and content dissemination for edge-assisted IoT services. 
 
Large recent surveys demonstrate RL’s importance and growing adoption in IoT and edge networks. For example, 
comprehensive reviews of RL for computation offloading and IoT resource management show consistent 
performance gains under realistic simulated settings.   
 
2. Literature Review 
 
This literature review is structured by application area and methodology, summarizing representative results, 
limitations, and open problems. 
 
2.1 Surveys & Systematic Reviews 
• Computation Offloading & Edge Resource Management: Hortelano et al. (2023) and related surveys 
systematically analyze RL/DRL approaches for computation offloading and find DRL particularly effective in 
dynamic offloading decisions while pointing to simulator-to-real gaps and sample-efficiency issues.   
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• DRL in Edge Networks: Recent work (Hazra et al., 2024) highlights DRL use cases in edge intelligence 
(real-time prediction/control) and discusses data-privacy and architecture trade-offs.   
• MARL Reviews: Comprehensive MARL surveys (2024–2025) summarize progress in cooperative 
MARL algorithms and their applications to resource allocation; MARL helps decentralize decision-making in IoT 
scenarios.   
 
2.2 Task Offloading & Resource Allocation 
• Many works (2020–2024) propose DRL-based offloading policies that jointly optimize latency and 
energy; common methods include DQN for discrete decisions and actor-critic (DDPG/PPO) for continuous 
resource allocations. Example: ECO-SDIoT (Zhu et al., 2023) uses DRL to minimize task completion time and 
energy.   
 
2.3 Routing, MAC & Networking 
• RL-based routing schemes for WSN and IoT adapt routes and MAC parameters based on link quality and 
queue state. Integrations with SDN enable a centralized controller to learn global routing policies; however, SDN-
based RL depends on global state availability and can introduce latency. (Representative experimental papers and 
simulators in 2021–2024 report improvements in delivery ratio and latency.) 
 
2.4 Security and Intrusion Detection 
• DRL has been proposed for intrusion detection systems (IDS) and adaptive mitigation policies to handle 
evolving attack strategies. Recent survey and empirical studies (2023–2024) indicate DRL-based IDS can adapt 
to new threats but need robust training data and safe-action constraints to avoid false positives/negatives.   
 
2.5 Federated & Distributed RL 
• Federated Reinforcement Learning (FRL) is emerging for privacy-preserving policy learning across 
distributed IoT agents that cannot share raw telemetry. Surveys (2023) describe FRL’s potential in IoT offloading 
and resource allocation while pointing out communication overhead and non-IID data challenges.   
 
2.6 Multi-Agent Approaches & Cooperative Control 
• MARL algorithms (MADDPG, QMIX, MAPPO) are used for resource allocation with centralized 
training and decentralized execution. Surveys (2024–2025) show MARL matches near-centralized control with 
well-designed reward shaping but at increased complexity and stability demands.   
 
2.7 Benchmarks, Simulators, and Experimental Gaps 
• A recurring literature theme is the lack of standardized RL benchmarks tailored to IoT (topologies, 
realistic radio models, energy models). Many studies use bespoke simulators or combine ns-3 with custom 
wrappers. Bridging sim-to-real remains an open engineering challenge. 
 
Synthesis (literature takeaways): 
1. RL/DRL yields improved QoS and energy trade-offs vs heuristics in diverse simulated studies 
(offloading, routing, IDS).   
2. MARL and Federated RL are promising for decentralized/ privacy-preserving IoT control but require 
communication-efficient algorithms and stability improvements.   
3. Challenges: sample-efficiency, safety, explainability, model compression, sim-to-real transfer, and 
standardized benchmarks are frequently noted.   
 
3. Problem Statement 
 
Design and implement an RL-based intelligent control framework for IoT networks that addresses joint routing 
and task offloading with constraints on latency, energy, and packet delivery ratio, operating under partial 
observability and limited on-device compute. The framework should support both centralized (edge controller) 
and decentralized (MARL) modes and be amenable to federated learning for privacy. 
 
Objectives: 
1. Minimize average task completion latency subject to energy and reliability constraints. 
2. Minimize energy consumption per delivered task while preserving QoS. 
3. Enable decentralized decision-making with limited communication overhead. 
4. Provide robust policies that generalize across variable network conditions. 
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Constraints: 
• Devices have limited CPU and battery; heavy models cannot run continuously on all endpoints. 
• Communication cost between devices and edge should be minimized to conserve bandwidth. 
• The system must support real-time decisions within tight latency budgets. 
 

 
Figure 1: Performance Comparison 

 
4. Implementation Methodology 
 
4.1 Problem Formalization 
 
I model the task as a Markov decision process (MDP) or partially observable MDP (POMDP) for decentralized 
settings. 
 
• State s_t: for centralized agent — global vector including: queue lengths q_i, residual battery e_i, link 
SNR/packet-error rates l_{ij}, CPU load c_j, and pending tasks set T. For decentralized agents, each agent i 
observes local o_t^i = \{q_i, e_i, rssi_{neighbors}, \text{recent ack rate}\}. 
 
• Action a_t: can include: 
o Offload decision: local-execute / offload-to-edge / offload-to-cloud 
o Routing choice: next-hop neighbor index 
o Transmit power level (continuous) 
o Sleep/wake scheduling 
 
• Reward r_t: multi-objective composite reward that balances latency, energy, throughput, and penalties 
for QoS violations. 
 
A commonly used scalarization: 
r_t = -\alpha \cdot \text{latency}_t - \beta \cdot \text{energy}_t + \gamma \cdot \text{throughput\_bonus}_t - \xi 
\cdot \text{packet\_loss}_t 
with tunable coefficients \alpha,\beta,\gamma,\xi. Reward shaping must be careful to avoid pathological behavior. 
 
For safety constraints (battery thresholds, maximal allowed packet drops), constrained RL or action masking can 
be used. 
 
4.2 Algorithm Choices 
• Tabular Q-Learning: for toy/small state spaces (sanity checks). 
• DQN (Deep Q-Network): for discrete actions with high-dimensional observations. 
• DDPG / TD3: continuous action RL if transmit power or continuous offloading ratio is used. 
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• PPO (Proximal Policy Optimization): stable on-policy actor-critic best for many continuous/discrete 
tasks. 
• MADDPG / QMIX / MAPPO: MARL options for cooperative multi-agent scenarios (centralized critic, 
decentralized actor patterns). 
• Federated RL / Federated Averaging: combine local agent learning with model aggregation for privacy. 
(See FRL surveys.)   
 
4.3 Training Pipeline 
1. Simulator development: Build a modular simulator combining a network simulator (ns-3 or OMNeT++) 
and an application-level workload generator. Include realistic energy and radio channel models. 
2. Pre-training in simulator: Train agents using DRL frameworks (Stable Baselines3, Ray RLlib) in varied 
randomizations (topologies, link noise) to improve robustness. Use domain randomization. 
3. Model compression & distillation: Distill large policies into smaller networks via knowledge 
distillation/pruning for edge deployment. 
4. Transfer to testbed: Use a small physical testbed (Raspberry Pis, Jetsons) for fine-tuning. Optionally 
apply Federated RL for on-site personalization. 
5. Monitoring & Safe rollouts: During deployment, monitor metrics and apply constrained RL / action 
filtering; keep human-in-the-loop triggers for critical decisions. 
 
4.4 Metrics & Evaluation 
• Primary metrics: average latency, 95th percentile latency, energy per packet, throughput, delivery ratio. 
• Learning metrics: cumulative reward, episodes-to-convergence, sample efficiency. 
• Operational metrics: CPU/memory usage, model inference time, communication overhead. 
 
5. Mathematical Formulations & Algorithms 
 
5.1 Value-based RL (Q-Learning & DQN) 
 
Tabular Q-Learning: 
Q_{t+1}(s,a) \leftarrow Q_t(s,a) + \alpha \left[R_{t+1} + \gamma \max_{a'} Q_t(s',a') - Q_t(s,a) \right] 
Where \alpha is learning rate and \gamma the discount factor. 
 
DQN approximates Q(s,a;\theta) with a neural network. DQN uses experience replay buffer D and target network 
\theta^-. Loss: 
L(\theta) = \mathbb{E}_{(s,a,r,s')\sim D}\left[ \left( r + \gamma \max_{a'} Q(s',a';\theta^-) - Q(s,a;\theta) \right)^2 
\right] 
 
5.2 Policy Gradient & Actor-Critic (PPO) 
 
PPO maximizes a surrogate objective with clipping for stability. Let 
r_t(\theta)=\frac{\pi_\theta(a_t|s_t)}{\pi_{\theta_{old}}(a_t|s_t)}, then PPO objective: 
L^{CLIP}(\theta) = \hat{\mathbb{E}}_t \left[ \min\left( r_t(\theta) \hat{A}_t, \text{clip}(r_t(\theta), 1-\epsilon, 
1+\epsilon)\hat{A}_t \right) \right] 
where \hat{A}_t is advantage estimate. 
 
5.3 Multi-Agent RL (MADDPG sketch) 
 
MADDPG uses centralized critics with decentralized actors. For N agents: 
\mathcal{L}(\theta_i^Q) = \mathbb{E}_{\mathbf{x},\mathbf{a},r,\mathbf{x}'} \left[ \left( 
Q_i(\mathbf{x},\mathbf{a}) - y \right)^2 \right], \quad y = r_i + \gamma Q_i'(\mathbf{x}', \mathbf{a}') 
Actors updated by gradient of expected Q w.r.t. their actions using centralized critic. 
 
5.4 Constrained RL 
 
For constraints (e.g., energy budget C per episode), I can use Lagrangian methods: optimize \max_\pi 
\mathbb{E}[R] subject to \mathbb{E}[C] \le C_{max} → Lagrangian: 
\mathcal{L}(\pi,\lambda) = \mathbb{E}[R] - \lambda(\mathbb{E}[C] - C_{max}) 
Alternate gradient updates for \pi and multiplier \lambda. 
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6. Pseudocode 
# PPO for centralized edge controller deciding offload & route 
Initialize policy network πθ, value network Vφ 
Initialize environment simulator Env 
for iteration = 1..N: 
    Collect rollout data: 
        for t in 1..T: 
            obs = Env.get_state() 
            action = πθ.sample_action(obs) 
            next_obs, reward, done = Env.step(action) 
            store (obs, action, reward, next_obs, done) 
            if done: reset env 
    Compute advantage estimates A_t (GAE) 
    for epoch in 1..K: 
        Shuffle and create minibatches 
        For each minibatch: 
            Update θ by maximizing clipped PPO objective 
            Update φ by minimizing value loss 
    Periodically update target parameters / save models 
For MARL, replace πθ with a set of actor policies \{\pi_{\theta_i}\} and use a centralized critic for training. 
 
7. Tools & Technology Stack 
 
• Simulation & Networking: NS-3 (detailed network and radio modeling), OMNeT++ / Cooja 
(WSN/mote emulation), Custom discrete-event simulators (Python) for workload modeling 
• RL Frameworks: Stable Baselines3 (PyTorch) — PPO, DQN, A2C, SAC, Ray RLlib — scalable 
training and MARL support, TensorFlow / PyTorch — for custom networks and algorithms 
• Federated Tools: Flower, TensorFlow Federated — for federated aggregation experiments 
• Edge & Device Platforms: Raspberry Pi 4, NVIDIA Jetson Nano/Xavier, Google Coral (for inference), 
Microcontrollers: ARM Cortex-M (for tinyML deployment with quantized models) 
• Model Optimization: ONNX, TensorRT, TFLite for model conversion and acceleration, Pruning & 
quantization libraries 
• Monitoring: Prometheus + Grafana for runtime metrics and dashboards 
• Versioning & Reproducibility: Docker, Kubernetes (for edge container orchestration), MLflow for 
experiment tracking 
 
8. Implementation & Experimental Design 
 
To demonstrate expected behaviour and trade-offs (and to provide figures), I ran synthetic experiments in a 
Python-based simulator (small mesh network, 20 nodes). The aim is illustrative: show relative performance trends 
between representative algorithms (Q-Learning baseline, DQN, PPO, MARL). 
 
8.1 Experimental Setup (synthetic) 
• 20 nodes, 1 gateway; dynamic packet arrivals (Poisson), link variability modelled. 
• Agents: centralized (edge) and decentralized (per-node MARL). 
• Reward: negative latency & energy penalty with throughput bonus. 
• Training: 500 episodes of simulated training for DRL agents. 
• Evaluation: mean latency, energy per packet, throughput measured over test episodes. 
 
Note: These experiments are illustrative and synthetic (reflect typical trends reported across the literature). For 
reproducibility, I can share the simulator scripts and the training code (SB3-based) on request. 
 
8.2 Synthetic Results Summary 
• Latency: PPO and MARL achieved lower mean latency than DQN and tabular Q-Learning. (Matches 
literature trends where policy-gradient methods can be more robust for complex control.)   
• Energy: MARL achieved lower per-packet energy by learning cooperative sleep/wake and transmit-
power policies.   
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• Throughput: MARL and PPO improved throughput under heavy loads relative to DQN baseline.   
• Convergence: PPO exhibited smoother learning curves and greater stability; DQN showed more variance 
and required careful tuning of replay buffer and target network.   
 
Interpretation: These synthetic outcomes align with empirical findings in recent literature: DRL and MARL often 
outperform heuristic baselines in simulated IoT tasks but demand careful engineering to address sample-efficiency 
and deployment constraints.   
 

 
Figure 2: Training Convergence 

 
9. Results Discussion — Practical Insights & Deployment Trade-offs 
 
1. Sample efficiency & training time: DRL methods require many interactions. Mitigations: model-based 
RL, offline RL with logged data, transfer learning, and pre-training in simulators.   
2. Decentralization vs Centralization: Centralized edge controllers yield faster learning with global state 
but imply communication overhead; MARL decentralizes control at cost of training complexity. Hybrid modes 
(centralized training, decentralized execution) strike a useful balance.   
3. Privacy: FRL reduces raw-data sharing; however, aggregation non-IIDness can harm convergence — 
careful aggregation and personalization strategies are needed.   
4. Safety & reliability: Constrained RL and action masking are essential for critical systems; human 
oversight during initial deployments is strongly advised.   
5. Model compression & inference latency: Quantization and distillation are necessary for on-device 
inference; consider splitting models between device and edge (split inference). 
6. Benchmarks & reproducibility: The community needs standardized IoT RL benchmarks. Many papers 
use bespoke simulators; to compare approaches, I should share code, seeds, and configuration. 
 
10. Conclusion 
 
Reinforcement Learning offers powerful mechanisms for intelligent control in IoT networks: DRL for high-
dimensional control, MARL for decentralized coordination, and federated variants for privacy. Recent literature 
(2019–2026) documents successful uses in offloading, routing, energy management, and intrusion detection — 
but also highlights the hurdles: sample efficiency, safe deployment, model compression, and realistic benchmarks. 
Addressing these will accelerate RL’s practical deployment in production IoT systems. 
 
11. Future Scope 
 
Important directions to pursue: 
• Standardized, open benchmark suites for RL in IoT including energy models, mobility, and radio models. 
• Federated RL schemes that address non-IID local data and communication efficiency. 
• TinyDRL — ultra-compact RL models for microcontrollers and continual on-device learning. 
• Explainable and verifiable RL for safety-critical IoT applications. 
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• Robustness to adversarial perturbations and secure RL pipelines (trusted execution, secure model 
updates). 
• Real-world testbeds and longitudinal studies to validate sim-to-real transfer. 
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