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Abstract—The swift propagation of fake news through social media and other digital outlets represents a significant problem for information 

integrity and public trust in the media. We present a comparative study of machine learning models for detecting fake news in an 

automated fashion with a focus on a Logistic Regression, Decision Tree, Gradient Boosting and Random Forest classifiers. The paper 

details a straightforward methodology employing Natural Language Processing (NLP) approaches to preprocess and transform textual data: 

cleaning the text, removing stop words, and stemming before applying the Term Frequency - Inverse Document Frequency (TF-IDF) 

method for vectorization in machine learning models. Once trained on a balanced dataset of real and fake news articles, we then report 

comparative performance of these classifiers using key metrics including accuracy, precision, and recall, and show the results of 

distinguishing real from fake news. This paper details applied, interpretable, and scalable work to combat mis- and disinformation and fake 

news; and offer a foundation for future work or papers employing higher order techniques and datasets. 

 

Index Terms—Fake News Detection, Machine Learning, Logis- tic Regression, Natural Language Processing, TF-IDF, Misinformation, Text 

Classification 

 

1. Introduction 

The unprecedented amount of information shared via social networking platforms has made it increasingly 

complicated for people and organizations to tell the difference between factual and fabricated information. This has 

societal implications for political conversation, public health, and social stability [4], [12], [16]. This has brought an 

urgency to researching the development of automated systems for fake news detection [13], [21]. 

 

Manual fact checking is invariably slow and cannot match the volume of new information that is generated daily. In 

response, the scientific community has begun assessing computational approaches to detection, which typically 

employ Artificial Intelligence (AI) and Machine Learning (ML) in order to classify and analyze news articles 

automatically [4], [5], [15], [34]. This work will assume a supervised machine learning approach, comparing four 

distinct models: Logistic Regression, Decision Trees, Gradient Boosting, and Random Forest [13]. While other 

machine learning methods, such as deep learning architectures, can yield excellent results [19], [20], [23],we felt 

that starting the development process with a baseline comparison of these proven method was important. Logistic 

Regression is well known for its balanced trade- off of speed and interpretability, while tree-based ensemble 

methods like Random Forest and Gradient Boosting are often recognized for their high accuracy. This paper will 

research and accomplish the following: 

 

• Outline the process for developing a complete end-to-end text-based fake news detection system. 

• Construct and train four machine learning classifiers founded on widely used NLP techniques. 

• Assess the comparative accuracy of the model using common metrics. 

• Design a scalable, feasible solution to mitigate the issues caused by misinformation. 

The outcomes of this research are to be offered as useful guides to practitioners, academics and organizations trying 

to make efficacious, transparent tools to impede the spread of fake news. 

 

2. Literature Review 

The phenomenon of fake news detection has emerged as a popular and developing area of inquiry, utilizing 

techniques from computer science, linguistics, and the social sciences Significant findings have emerged around the 

use of different machine learning algorithms to identify fake news, studies demonstrating the successful use of 

popular, well-understood algorithms as well as newer deep learning models [4], [6]. 

 

In the vantage of previous research have examined various angles to the problem of detecting fake news, primarily 

grouping these cases by the type of features used. There are two types of features typically used in research on 

fake news detection : 1) content features, which typically describe characteristics of story content as it relates to 

topics such as linguistic style, syntax and semantics and 2) social context features, which typically describe 

characteristics based on a user’s profile or the way in which a piece of information propagates across social 
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networks. [8], [24], [32]. Our approach utilizes both content and context features, emphasizes content features, 

primarily the text of news articles themselves since it is the more common and effective approach for fake news 

detection. Several systematic revies have explored the efficacy of multiple classifiers. Alnabhan and Branco 

reviewed classifiers and concluded that some deep learning models, including convolutional neural networks 

and recurrent neural networks, often produce the best performance, achieving accuracies as high as 99.9% on certain 

datasets. However, these models are also often more computationally demanding, and have less interpretability 

than traditional machine learning models (e.g., logistic regression, naive bayes, support vector machines) that are 

still widely considered due to their ease of use, speed of implementation, and past success in learning tasks [3], [9], 

[29]. Due to its balance of performance and interpretability, we have opted for logistic regression as a starting 

model for our task. Foundational work in information retrieval, such as Baeza-Yates and Ramos, has developed a 

body of research from which we can leverage text-based feature extraction methods, such as TF-IDF, that support 

our work. [14], [25]. 

 

3. Available Datasets 

 

The greatest hurdle is to establish a dataset that can assess the various techniques of fake news identification. The 

fake news detection dataset should produce truth factor. Various datasets collected from social media domains can 

assess the three main types of techniques and algorithms of fake news identification. 

1) FakeNewsNet Corpus [30]: The dataset is composed of news samples collected from fact checking 

domains sites such as PolitiFact and GossipCop. Fake News Net has multiple dimensions of data that could be new 

articles, tweets, retweets, user timeline tweets, and user profiles. 

2) LIAR [33]: Although the dataset is publicly available, it contains human labeled short statements 

extracted from POLITIFACT.COM. The short statements were collected from Facebook, Twitter, radio and 

television interviews and at political speeches. 

3) BuzzFeed-Webis Corpus: The corpus contains 1627 articles including left wing, right wing and 

mainstream articles, and all publishers received Facebooks blue check mark indicating authenticity within its 

networks. 

4) BS Detector Corpus or Kaggle Fake News Dataset.: The datasets extension identifies if there are links 

on a given webpage or not for use in identifying unreliable sources of information. The corpus of metadata consists 

of various online sites. The posts or links have been collected through the “BS detector” feature. 

5) FNC1 dataset [27]: It is a dataset aimed at stance detection that contains article pairs and 75,385 labeled 

headlines; in each labelled headline in the dataset, a statement is paraphrased. The article pairs are labelled as agree, 

disagree, unrelated, and discussed. 

6) CredBank dataset [24]:It contains millions of tweets that are divided into 1049 real-world situations. 

7) Snopes Corpus: It has used the Snopes corpus, which has content sampled from the Snopes website, and 

has true claims and false claims as well. 

 

4. Methodology 

Our fake news detection system was built on a standard supervised machine learning pipeline, which involves the 

following key steps: (1) data collection, (2) preprocessing, (3) feature extraction, (4) model training, and (5) 

evaluation. This section describes the architecture and steps used to deploy our model. 

 

A. System Architecture 

The system architecture for our model to detect fake news follows a traditional machine learning pipeline for the 

task of text classification. 

As shown in the diagram, the process begins with raw data, and then the data goes through a series of preprocessing 

steps. The cleaned up data is then vectorized, which is a fundamental step to convert text data to a numerical format 

that can be read by a machine learning model. The vectorized data is then input into the Logistic Regression model to 

begin training the model to classify the articles as real or fake. 

 

B. Data Collection and Preprocessing 

The model was trained using a public dataset that included a sample of true and fake news articles. The dataset was 

preprocessed for consistency and model performance, which included: 

 

• Text Cleaning:Removing special characters, numbers, and punctuation. 
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• Lowercasing: Lowercasing all text content for data con- sistency. 

• Tokenization and Stop-word Removal: Splitting text into individual words (tokens) and removing 

common words (e.g., the, is, a) that do not carry significant value. 

• Stemming: Lemmatizing words (e.g., running becomes run) to both further decrease vocabulary size and 

treat similar words equally. 

 

C. Feature Extraction 

Once the text was preprocessed, the data was converted to numerical vectors via the Term Frequency-Inverse 

Document Frequency (TF-IDF) vectorizer. TF-IDF is a statistical measure that determines how important a word is to 

a document in relation to a corpus. Hence, it assigns larger weights to words that are common in a specific document 

while being rare in the entire dataset. It filters and places importance on keywords. 

 

D. Model Training and Evaluation 

Then we split the dataset into training and testing sets to train and evaluate the model. A Logistic Regression model 

was trained using the TF-IDF vectorized training data: Logistic Regression, Decison Tree Classifier, Gradient 

Boosting Classifier and Random Forest Classifier. After training, each model was evaluated using the testing set 

and several metrics to give a complete view of it’s effectiveness skills [26]: 

• Accuracy: TThe number of news articles assigned to the correct class (either real or fake). 

• Precision: The number of fake news articles assigned the class of fake by the model out of all the articles 

assigned to the fake news class. Recall: The number of fake news articles that are true from the dataset out of all 

true fake news articles. 

These metrics are particularly important when evaluating classifier performance on imbalanced datasets, where 

simply relying on accuracy can lead to misleading conclusions. [19]. 

 

5. Results and Findings 

Our trained machine learning models all performed exceedingly well in classifying fake news articles, with the 

ensemble methods showing a slight edge in accuracy. As shown in Table II, the models attained the following 

accuracies: Logistic Regression (98.8%), Random Forest (98.9%), Decision Tree (99.5%), and Gradient Boosting 

(99.6%). 

The confusion matrices and classification reports provide a more detailed look at the results. We see that all tested 

models (LR, GB, RF) have very high precision and recall for both classes. This means the models are not only 

overall accurate but are also adept at predicting fake news with relatively few false positives and false negatives. 

 

6. Evaluation Metrics 

Evaluation metric used to assess the performance of fake news classifiers include AUC (Area under curve), F1, 

Recall, and Accuracy. To calculate these metrics we need the number of true positive (trueP), true negative (trueN), 

False positive (falseP), and False negative(falseN). 

Performance metric formulas are presented in Table 1. 

 

TABLE 1: FORMULAE FOR PERFORMANCE METRICS 

 
True Positive(trueP): number of fake news pieces assigned the class of fake news. 

True Negative(trueN): number of true news pieces as- signed the class of true news. 
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False Negative(falseN): number of true news pieces as- signed the class of fake news. 

False Positive(falseP): number of fake news pieces as- signed the class of true news. 

 

TABLE 2: MODEL PERFORMANCE COMPARISON 

Metric Logistic Regression Decision Tree Gradient Boosting Random Forest 

Accuracy 0.988 0.995 0.996 0.989 

Precision 0.990 N/A* 1.000 0.990 

Recall 0.990 N/A* 1.000 0.990 

F1 Score 0.990 N/A* 1.000 0.990 

 

7. Conclusion and Future Scope 

This research has demonstrated that several machine learning models, particularly Gradient Boosting and Decision 

Trees can be effectively employed as a solution for automatically detecting fake news. Logistic Regression and 

Random Forest also provide robust and reliable methods for text classification, with accuracies approaching 99 

As the fake news challenge continues to grow and change, future work may consider: 

• Integration of Deep Learning: More sophisticated models, such as LSTMs or Transformers, that could 

potentially leverage more complex semantic and contextual features [19], [20], [22]. 

• Multimodal Detection: Non-textual features such as im- ages, videos, and social network propagation to 

create a more elaborate fake news detection system. [14], [15]. 

• Real-Time Deployment: A live system that could read and classify news as it spreads through social media 

[34] by utilizing our foundational work, we can move forward in creating more sophisticated and better 

strategies for responding to the increasing amounts of misleading information in the digital age. 
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