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Abstract: The convergence of Artificial Intelligence (AI) and the Industrial Internet of Things (IIoT) has transformed industrial 

systems by enabling real-time decision making at the edge. Traditional cloud-centric architectures face challenges of latency, bandwidth 

consumption, and data privacy, which are critical in time-sensitive industrial environments. Edge AI integrates AI capabilities with 

edge computing, bringing intelligence closer to IIoT devices, thereby enabling faster and context-aware decision-making without over-

reliance on centralized cloud infrastructures. This paper surveys current advances in edge AI for IIoT decision making and highlights 

future directions. It explores architectures, algorithms, and applications that support intelligent decision-making at the network edge, 

with emphasis on manufacturing, predictive maintenance, supply chain optimization, and energy management. The review discusses 

enabling technologies such as lightweight deep learning models, federated learning, and hardware accelerators, alongside challenges 

including scalability, interoperability, and cybersecurity. Findings from literature suggest that edge AI enhances operational efficiency 

by reducing latency, improving reliability, and enabling autonomous decision-making in distributed industrial systems. However, 

barriers remain in terms of resource constraints, integration with legacy systems, and lack of standardized frameworks. Future 

research is expected to focus on adaptive AI models, edge–cloud collaboration, and the use of 6G-enabled IIoT ecosystems. By 

synthesizing state-of-the-art approaches, this paper provides insights into how edge AI can drive the next wave of industrial automation 

and digital transformation. It emphasizes the need for robust, secure, and scalable frameworks to fully realize the potential of edge AI 

for IIoT-based decision making. 
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1. Introduction 

The Industrial Internet of Things (IIoT) connects machines, sensors, and controllers to enable intelligent 

automation and digital transformation. Industries are increasingly adopting IIoT to optimize efficiency, safety, and 

productivity. However, as data volumes grow exponentially, centralized cloud architectures encounter limitations, 

including high latency, excessive bandwidth usage, and privacy concerns. In safety-critical environments such as 

manufacturing plants or energy grids, milliseconds matter, making cloud-only solutions inadequate. 

 

 
Figure 1: Role of Edge AI in IIoT Decision-Making 

 

Edge AI addresses these challenges by deploying AI capabilities closer to where data is generated. By processing 

data at the edge, industries can achieve near real-time decision-making, reduce dependency on cloud connectivity, 

and enhance system resilience. This paradigm shift has led to applications in predictive maintenance, quality 

control, robotics, logistics, and smart energy systems. This paper explores the role of edge AI in IIoT decision-

making, providing a comprehensive review of advances, challenges, and future directions. 

 

2. Background of the Study 

The IIoT ecosystem is characterized by distributed sensors, actuators, and machines generating vast amounts of 

real-time data. Traditional cloud models struggle to meet the stringent latency and reliability requirements of 

industrial environments. Edge computing emerged to decentralize computation, bringing data processing closer to 

devices. Integrating AI with edge computing—termed Edge AI—further empowers IIoT by enabling localized 

intelligence. Key enablers of edge AI include: 
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• Lightweight AI models: Optimized deep learning algorithms for edge devices. 

• Federated learning: Collaborative model training without sharing raw data, enhancing privacy. 

• Edge accelerators: Specialized hardware (e.g., NVIDIA Jetson, Google Coral) that boost inference speed. 

• 5G/6G networks: Provide ultra-low latency and high throughput to support edge intelligence. 

 

3. Justification  

The implementation of edge AI in Industrial Internet of Things (IIoT) is motivated by the fact that it can solve the 

important issues of operation. Industrial robots, autonomous vehicles, and smart energy grids are examples of 

latency-sensitive applications that require real-time decision-making in the milliseconds range, which can be 

provided by edge processing. Meanwhile, privacy and security of data are enhanced because sensitive operational 

data is not sent to remote cloud servers, but instead processed locally.  

 

Edge AI also eliminates bandwidth waste, as only necessary insights are delivered, rather than the vast amounts of 

raw data, leading to congestion across the network. In addition, edge-enabled intelligence increases the resilience 

of a system to ensure that even without cloud connectivity, its operations continue without interruption. All these 

benefits together make edge AI one of the key technologies of the Industry 4.0 and a critical enabler of the 

transformation into Industry 5.0 systems. 

 

4. Objectives of the Study 

• To analyse the role of edge AI in enabling decision-making in IIoT systems. 

• To survey current advances in architectures, algorithms, and applications of edge AI. 

• To evaluate challenges such as scalability, interoperability, and cybersecurity. 

• To explore future research directions for sustainable and secure edge AI adoption. 

 

5. Literature Review  

Those new articles highlight the benefit of AI revolution in the Industrial Internet of Things (IIoT). According to 

Zhou et al. (2020), it is known as predictive maintenance and interferes with time in the industrial systems. To 

deploy lightweight deep learning models on edge devices due to the resource constraint, Han et al. (2016) studied 

the model compression method, including pruning and quantization. Li et al. (2020) demonstrated in the privacy 

scenario that federated learning may render collaborative intelligence within distributed IIoT networks achievable 

and maintain sensitive information confidential. Similarly, Shi et al. (2019) suggested hybrid edge-cloud 

collaboration designs to generate a trade-off between computational and scalability. Hussain et al. (2022) 

characterized edge-based IIoT as a deficit of security in the aspect concerned with security and presupposed the 

adoption of zero-trust models. Collectively, the literature shows that AI applications have made important steps 

forward but also shows that more work remains to be done to standardize, scale, and deploy AI within a secure 

context. 

 

6. Material and Methodology 

This paper takes the form of a systematic survey to discuss the role of edge AI in the Industrial Internet of Things 

(IIoT). Such leading repositories contain the largest literature sources such as the IEEE Xplore, ACM Digital 

Library, SpringerLink, and Elsevier (all current to 2016-2023). The keywords used to search included Edge AI, 

Industrial IoT, Edge Computing, Federated Learning and Decision Making as they were selected to cover all the 

technological advances in the field. The four criteria that informed the assessment of the chosen studies were the 

easiness with which edge AI can mitigate latency, the precision of decision-making in industrial settings, the 

capability of solutions to expand to a wide range of applications in the IIoT, and how much privacy-preserving 

mechanisms are implemented in proposed models. 

 

7. Results and Discussion 

The survey reports a number of prominent developments in the use of edge AI to the Industrial Internet of Things 

(IIoT). The capability to provide low-latency decision-making is one of the most important results, as it is essential 

in industrial applications of edge AI, including robotics, energy grids, and autonomous manufacturing systems. 

Lightweight AI models have also enhanced adaptive learning by providing on-device inference and the capability 

to make decisions in real-time when operating in highly dynamic settings.  

 

Moreover, federated learning has become one of the potential solutions to safe and cooperative intelligence that 

allows industrial companies to distribute knowledge anonymously without revealing sensitive information. 

Resource-constrained edge environments have also further enhanced performance with hardware acceleration, 

specifically with AI-enabled chip accelerators. 
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Table 1: Advances vs. Challenges in Edge AI for IIoT: 

Advances Challenges 

Low-latency decision-making for robotics, energy grids, 

and manufacturing 

Resource limitations (power, memory) restricting 

complex models 

Lightweight AI models for adaptive learning at the edge 
Interoperability issues due to diverse industrial 

protocols 

Federated learning enabling secure collaboration Security vulnerabilities (physical & cyber threats) 

Hardware acceleration with AI-enabled chips High cost of deployment, especially for SMEs 

 

 
Figure 2: Gradient Style Graph – Benefits v/s Challenges of Edge AI in IIOT 

 

Examines advantages and issues of Edge AI in IIoT. Although low latency is the most affected, interoperability 

and security issues are even worse. Along with these encouraging outcomes, there are a number of challenges that 

remain. Edge devices are resource constrained (i.e., power consumption, memory, etc.) and thus complex deep 

learning models are restricted. A major obstacle is interoperability since the variety of industrial communication 

protocols does not allow a platform-to-platform integration. Security is also a major risk factor, and edge devices 

can be both physically and cyberattacked in distributed industrial environments. Additionally the high cost of large-

scale deployment still remains a barrier to adoption, especially by small- and medium-sized enterprises. Combined, 

these results imply that despite the high potential of edge AI to revolutionize IIoT, its pervasive usability would 

need to surmount problems associated with scaling, standardization, and security. To achieve the complete 

disruptive potential of edge AI in industrial ecosystems, it will be necessary to address such issues with optimized 

architectures, common industrial standards, cost-effective deployment strategies, etc. 

 

8. Limitations of the Study 

• Limited availability of real-world large-scale deployment data. 

• Rapid technological change may render current findings outdated. 

• Security and regulatory challenges vary across industries and regions. 

 

9. Future Scope 

• 6G-enabled edge AI: Ultra-low latency communication for industrial autonomy. 

• Explainable AI (XAI): Ensuring transparency in AI-driven industrial decisions. 

• Green edge AI: Energy-efficient models for sustainable operations. 

• Blockchain for security: Tamper-proof decision logs for trust in IIoT. 

• Human–AI collaboration: Integrating edge AI with human decision-making for Industry 5.0. 

 

10. Conclusion 

Edge AI has emerged as a critical enabler of intelligent decision-making in Industrial IoT systems. By processing 

data locally, it reduces latency, preserves privacy, and enhances system resilience. While advances in federated 
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learning, lightweight AI models, and edge hardware have accelerated adoption, significant challenges in security, 

interoperability, and scalability remain. The future of industrial decision-making will likely be defined by edge AI 

integrated with next-generation communication technologies, hybrid cloud–edge frameworks, and human–

machine collaboration. Preparing for this transition will ensure that industries remain competitive, efficient, and 

secure in the era of digital transformation. 
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