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Abstract: The IoT has become a paradigm shift and already has connected billions of devices in the healthcare, transportation,
production, and smart cities sectors. Since this growth is exponential, a great challenge has been provision of resources (particularly
its energy efficiency). IoT devices are described as having low power, computing power, and bandwidth. The non-uniform and
extremely dynamic nature of the IoT environment cannot be practically addressed using the classical optimization models. It can be
quite promising to use the reinforcement Learning (RL) to attain autonomous and adaptive decisions in the resources allocation based
on the data reduction without energy consumption. The article shall include a literature review of reinforcement learning systems to
effectively distribute the IoT resources in terms of energy consumption. It introduces the theoretical models of RL, Markov Decision
Process, Q-learning and Deep Reinforcement Learning (DRL) and applies them to maximize the power consumption, bandwidth
allocation and offloading of computations. The paper discusses such popular RL-based architecture as Q-learning to dynamical
spectrum accessing, Deep Q-Network to task allocation, and actor-critic architecture to power harvesting. It further talks about
hybrid solutions using RL that could be used to solve the privacy and scalability problem by generalizing to non-metric type of edge
computing and federated learning. It is revealed that the RL-based approaches is way better than the time-honoured heuristics since
it accommodates the dynamical requirements of the network and consumes lesser powers but does not improve the performance of
the Quality of Service (QoS). Scalability, speed of conversion, interpretability and practical application, however, remain an issue. As
mentioned in the paper, reinforcement learning has been suggested as a strong paradigm to establish sustainable IoT ecosystems and
that future research should also consider lightweight, explainable, and privacy-preserving instantiations of RL models, which can be
implemented in the resource-constrained IoT setting.
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1. Introduction

The IoT is growing exponentially and now includes billions of devices that are talking to themselves and executing
mission-centric applications. The lack of energy is the first issue of using the IoT. Most of these systems use
batteries and energy drainage will always have an impact on the stability and reliability of these systems (Atzori
etal., 2010). The classical methods of resources distribution which can be implemented in the inertial environment
are not applicable to the dynamic and heterogenous environment of the IoT.

 ——
loT Resource Optimized
Environment Constraints Resource
energy Allocation
bandwidth
computation
e ——
RL-Models Improved
Q-learning Energy
DRL Efficiency
Actor-Critic & QoS
Hybrid —_—

Figure 1. Reinforcement Learning for Energy-Efficient [oT Resource Allocation

RG is a subfield of machine learning that has emerged as a powerful paradigm of adaptive control in changing
and uncertain environments (Sutton and Barto, 2018). RL-based methods also allow an approach where learning
occurs about how to manage the amount of energy used by an IoT system, where a trial and error method is used,
but the environment is not explicitly modelled. The specified property is vital because within the context of the
specified property, one can suggest allocating a budget towards the 10T in a cost-efficient manner, which could
potentially enable improving the Quality of the Service (QoS) and the functionality of the network.

2. Background of the Study

ToT resource allocation IoT resource allocation refers to the allocation of scarce computational, communication
and energy resources, at both the device and the network level. This last, in particular, applies rather well to energy
consumption: in remote or large-scale ones, the IoT implementations simply cannot afford to charge batteries that
frequently (Chen et al., 2020). Environment is very dynamic and very heterogencous on the large scale and
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classical optimization algorithm of linear programming; not all time can the heuristic scheduling be applied
successfully in the wireless environment.

The resource allocation policies that the RL models offer us are dynamic since they are Markov Decision
Processes (MDPs), but they are able to communicate with the environment 24/7 and identify the best policy (Mnih
et al., 2015). In one case, the policies are task offloading based on RL that allow the IoT device to estimate the
optimal power-latency trade-off between processing the task and offloading the task to edge/cloud servers (Zhang
et al., 2021). In this manner, RL is the foundation of the intelligent IoT of energy efficiency.

3. Justification

The reasoning driving the application of RL to the resource allocation problem in the IoT is that scale,
heterogeneity and uncertainty cannot be addressed with the classic tools of optimization. The [oT is dynamic, the
workload is dynamical, the energy it receives may change, and the communication pattern is also uncertain (Liu
et al., 2019). In the long-run, such models are responsive to such changes, relative to RL-based models, and learn
optimal allocation policies.

Regarding sustainability, energy efficiency will play a crucial role in improving the life cycle of IoT devices, its
operational cost, and its negative impact on the environment. In addition, the regulators also start paying more
attention to sustainable digital infrastructures, and sustainable digital infrastructures will present the energy
efficiency as one of the basic properties of the new internet of things basing on the principles of RL (Shrestha et
al., 2021).

4. Objectives of the Study

1. To review the literature on reinforcement learning methods to allocate internet of things resources in
order to optimize energy consumption.

2. To explore the use of RL models, such as Q-learning, Deep Q-networks and actor-criter models, in the
context of the IoT.

3. To identify the similarities between the two RL-based methods and the classical optimization methods
in terms of energy optimization.

4. To identify constraints and obstacles to the implementation of RL solutions to IoT.

5. To propose conditions in the future based on which sustainable and scaled-up RL integration in the IoT

can be offered.

5. Literature Review

The application of reinforcement learning (RL) techniques has been even more extensively used in [oT to enhance
energy-saving and resource optimization. Q-learning is one of them and relies on the spectrum-access networks
to perform dynamical adjustments that could theoretically decrease the power consumption of the IoT applications
(Zhao et al., 2019). This has more recently been inspired by Deep Q-Networks (DQNs) and other systems based
on Deep Reinforcement Learning (DRL) that can be applied to the IoT to allow more complex energy
consumption planning and control (Mnih et al., 2015). The other use of DRA is the continuous control, where it
has been shown that techniques such as Deep Deterministic Policy Gradient (DDPG) can be used in a system or
scenario where a model is needed to act in high-state spaces, and policies are needed to offload the IoT devices
(Lillicrap et al., 2016). In the recent past, hybrid RL systems have been developed that can integrate federated
learning to reduce the costs of computation and support distributed decision-making in the IoT systems (Wang et
al., 2020). Models of this type are already being applied to the real world, e.g. patient monitoring in healthcare
IoT, predictive maintenance in industry and traffic optimization in a smart city, which is evidence that they are
highly applicable and, likely, effective.

6. Material and Methodology

The paper is presented as a systematic review to identify whether it is feasible to optimise energy and resource
consumption in the Internet of Things (IoT) with the assistance of the Anderson of Reinforcement Learning (RL).
It will also attempt to generalise the above literature findings, summarising the gaps and recommending research
opportunities in the future.

6.1 Databases Searched

Four large repositories were selected to represent all of the literature of computer science and applied engineering:
. IEEE Xplore: To identify the most recent and up-to-date conference and journal articles about the subject
matter of the Internet of Things and networking and machine learning.

. ACM Digital Library: Application and algorithmic developments of distributed system reinforcement
learning.
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. The second source type, springerlink, is peer-reviewed research and book chapter on applied Al and IoT
energy management.
. Search: To find empirical researches, simulation, and illustration researches on massive [oT.

6.2 Description of the keywords and search strategy is given
The query contained both Boolean operators, and other key word combinations that narrowed down the query
results. The main keywords used were:

. “Reinforcement Learning”
. “Internet of Things” / “loT”
. “Energy Efficiency”

. “Resource Allocation”

Search terms such as Reinforcement Learning AND ot and RL AND Energy Efficiency and Resource Allocation
reduced the number of studies of interest to the problem of applying RL to resources allocation of an IoT.

6.3 Selection Criteria
To address rigor the following inclusion and exclusion criteria have been employed:

6.4 Evaluation Framework
The short-listed studies were compared and analysed in regards to the following performance indicators:

The articles should not be dated before 2015.

Presence of experiments on explicit application of RL to the IoT space.
Energy consumption studies, resource placement, latency, scalability or Quality of Service (QoS).
General RL research that is not an internet of things research.
Articles which do not test their performance (or could not be tested in an experiment).
Other studies researches that had not been conducted during the period.

1. Energy Consumption: The ability to reduce the amount of energy consumed on the equipments and
networks.

2. Latency Reduction: The ability to respond to real or approximate real time.

3. Scalability: The internet of things is scalable.

4. Quality of Service (QoS): throughput, resource consumption/reliability tradeoff.

7. Results and Discussion
The review also found some informative materials on how RL models could be used to improve energy
consumption and resource distribution under the IoT.

Table 1. Comparative Analysis of Reinforcement Learning Approaches for 1oT Resource Allocation

RL NTR . S ..
Approach Strengths Limitations Typical Applications
Simple and effective for small- Y =7 Smart homes, small
Q-Learning |scale IoT; balances energy and p p y . &€ healthcare IoT
networks; poor scalability
latency deployments
e flnde e s acion i compuation] 0%, e ot casstms
(DQNs) paces, g y gy|rars g data, edge/cloud IoT
optimization low-power devices
Suitable for continuous . . .
Actor— . ] . Convergence instability; sensitive . .
Critic environments; energy-efficient to feedback loops Industrial IoT, smart grids
in smart grids P
Combines RL with Increased complexity: inteeration Smart cities, predictive
Hybrid RL |[edge/federated learning; scalable plexity; & maintenance, patient
. . challenges o
and privacy-preserving monitoring
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Figure 2: Performance Comparison of RL Models in IoT

It compares Q-learning, DRL, Actor—Critic, and Hybrid RL across Energy Efficiency, Scalability, QoS, and
Interpretability, highlighting the trade-offs between performance and explainability.

7.1 RL vs. Heuristic Methods

In numerous studies RL-based models have been shown to be far superior to heuristic and rule-based solutions to
the management of the IoT environment in dynamic scenarios. In contrast to conventional methods, RL agents
dynamically acquire the network response and are capable of optimizing the utilization of network resources in
real-time as conditions evolve and network devices with different capabilities become available.

7.2 Small-scale IoT network Q-Learning

Strengths: Q-learning is a most popular type of RL algorithm today because it is very simple and can be
successfully applied to slightly scaled down IoT applications. It is a convenient trade-off between power
consumption and latency in localized applications (e.g. smart homes).

The constraints are: but, Q-learning experiences a state-space explosion in large-scale IoT networks. As the
number of devices increases, the computationally infeasibility of updating and maintaining a Q-table increases
resulting in poor scalability.

7.3 Deep reinforced learning (DRL)

Pros: Complex system architectures like Deep Q-Networks (DQNSs) can learn value functions using deep neural
networks and, therefore, be scaled to large-scale IoT ecosystems. DRA has proved to be very accurate when it
comes to resource allocation and energy optimization.

Threats: The models are costly to compute, demand vast amounts of training data, are memory and
computationally intensive. That makes it very difficult to use them in low-power IoT devices.

7.4 Actor—Critic Models

A weakness: Actorcritic architectures lie between policy and value-based approaches, and hence can be used in
continuous IoT environments. On smart grids and industrial IoT infrastructures are more active and energy
efficient. Convergence problems are easy to locate- The convergence problems are easy to locate in the actor critic
models especially due to the natural self-feedback loops that are inherent to a learner. This can make them
untrustworthy in important areas of the IoT.

7.5 Emerging Hybrid Solutions

Furthermore, more recent papers indicate the potential of hybrid RL methodologies that would integrate RL with
complementary technologies:

Edge computing: Edge computing also removes the delay as well as the cost of computation, moving the RL
computation to the IoT devices.

. Federated Learning (FL): [oT All RL models may be trained privately over a decentralized set of devices.
. Transfer Learning: Allows an alternative to use already trained RL models in the IoT field, requires less
training, and fewer calculations.
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These hybrid design solutions negate the limitations of traditional RL models and establish a baseline upon which
they can apply to the real world in large-scale and heterogeneous IoT ecosystems.

7.6 Challenges and Open Issues

Despite all the favorable results, some barriers still exist:

1. Interpretability: RL-models can be viewed as black boxes, and it is impossible to leave the decision
making to the engineers and operators of the sector where safety is one of the key issues (such as self-driving cars,
the internet-of-things in healthcare).

2. Computational Requirements: The majority of RL algorithms are computationally intensive to an extent
beyond the processing capabilities of a typical IoT device and requires external assistance when running on a
cloud server or edge server.

3. Generalization: It is not yet known how to ensure that trained models in one IoT environment can be
used in another environment.

7.7 Overall Insights

The review proves that the RL-based model is better than the heuristic model regarding their flexibility and
effectiveness. Q-learning is able to learn small networks, and big networks can be more expensive and harder to
stabilize via DRL and actor-critic technologies. Scalable, efficient, and privacy preserving loT applications seem
to be the most promising uses of hybrid approaches in RL.

8. Limitations of the Study

It will also prioritize the research studies which used simulations, as opposed to real deployments (Chen et al.,
2020). The second drawback is that deep RL is computationally expensive, which makes its implementation on
resource-limited devices in the IoT unaffordable (Zhang et al., 2021). Lastly, privacy and security is not discussed
and this limits the application of federated RL to non-homogeneous environments.

9. Future Scope
Future work should focus on:

. Lightweight RL models Lightweight RL models will be embedded in predicted low-power IoT devices
(Liu et al., 2019).

. Explainable RL: To make the healthcare and smart city applications more reliable.

. RP Federated and privacy-preserving multi-party learning that is safe (Wang et al., 2020).

. Integration across domains: The most powerful IoT systems will be developed with the help of RL and
blockchain.

. Real-world test-beds of massive RL-IoT (Shrestha et al., 2021).

10. Conclusion

Reinforcement learning offers a revolutionary means of allocating IoT resources in an energy efficient manner.
The RL models are better than the conventional heuristics as they adjust to new environments and experience. It
may be challenging to scale and interpret, leave alone implementation, but RL remains the main component of
building sustainable IoT systems. An explainable, privacy-preserving, and lightweight version of RL could
guarantee the broader application of the technology in the numerous IoT applications.
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